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Class A EMC Statements

FCC Information

ICES-003

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates, uses
and can radiate radio frequency energy and, if not installed and used in accordance with the instruction manual,
may cause harmful interference to radio communications. Operation of this equipment in a residential area is
likely to cause harmful interference in which case the user will be required to correct the interference at his own
expense.

This Class A Interference Causing Equipment meets all requirements of the Canadian Interference Causing
Equipment Regulations ICES-003.

Cet appareil numérique de la classe A respecte toutes les exigences du Reglement sur le matériel brouilleur du
Canada.

Eaton is not responsible for damage to this product resulting from accident, disaster, misuse, abuse, non-Eaton
modification of the product, or other events outside the reasonable control of Eaton or not arising under normal
operating conditions.

TUVRheinland

1F61
I.T.E.




Special Symbols

The following are examples of symbols used on the UPS or accessories to alert you to important information:

RISK OF ELECTRIC SHOCK - Observe the warning associated with the risk
of electric shock symbol.

CAUTION: REFER TO OPERATOR'S MANUAL - Refer to your operator's
manual for additional information, such as important operating and
maintenance instructions.

This symbol indicates that you should not discard waste electrical or
electronic equipment (WEEE) in the trash. For proper disposal, contact your
local recycling/reuse or hazardous waste center.

=g B b
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Chapter 1

Introduction

The Eaton® Intelligent Power Manager® (IPM) is a power environmental device supervision tool for IT
environments. The Eaton IPM delivers a global view across the network from any PC with an Internet browser.
Exceptionally versatile, the software is compatible with any device that supports a network interface, such as
environmental sensors, other manufacturer's Power Distribution Unit (PDU) or the Eaton Enclosure Power
Distribution Unit (ePDU®), other manufacturer’s uninterruptible power systems (UPSs), and applications. The
Eaton IPM can also organize a management table by groups, centralize alarms, and maintain events logs for
preventive maintenance of the entire installed equipment base.

The Eaton IPM provides the following:

« Discovery and supervision of power devices connected to the network including UPSs, ePDUs, automatic
transfer switches (ATSs) (for a complete list, click the Hardware and Software compatibility link at
http://pgsoftware.eaton.com)

« Supervision of the remote servers hosting the Eaton Intelligent Power Protector® (IPP) or Network
Shutdown Module V3 application

« Advanced management feature (mass configuration and mass upload) with the Network Management
Cards [Network-MS (example, 66102/103006826), Modbus-MS (example, 66103), and eNMC for ePDU G3]

« Local computer graceful shutdown through Network or local connectivity, such as USB or RS-232 por

« An agentless method for directly managing and controlling most virtualized infrastructure hypervisors
currently available including VMware® vCenter®, Microsoft® HyperV®, and Citrix® Xen® (for a complete list,
click the Hardware and Software compatibility link at http:/pgsoftware.eaton.com)

« A powerful event manager able to launch alerts and/or corrective actions with customizable conditions
« A growing set of sophisticated actions to improve business continuity in industrial and IT environments

Figure 1 shows an example of the Eaton IPM Node Map page.

E Eaton Intelligent Power Manager i’:ﬁl

F:T-N

Intelligent Power® Manager

Views “ @ | Mode Map - 17 Thems
=i Views . . _ . . . — . — =
FZnoseis BRI EEEBEB IR B B
i FoMer Source g New Hampshire ,
5§ Node Map Washington RN
] .uE'ETs Logs ) = 2 \ . N\ o
2 gEvens List Montana North Dakota Massachuselis N £l
a/Bents CIlendar X e \
= =3 Management Oregon Minnesola \
@\m&sa&:h;s Wisconsin e
(g omes Lipgrace Idaho South Dakota T e N
(E) Contiguration Paiicles Wyaming Michigan |
2 Penngylvania
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Figure 1. Eaton IPM Node Map Page
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Introduction

Compatibility

Eaton has tested the compatibility of the Eaton IPM with a comprehensive list of devices and applications (for
a complete list, click the Hardware and Software compatibility link at http:/pgsoftware.eaton.com).

NOTE If a device doesn't support the Quick Scan feature, it can be supervised if Address
0 Scan or Range Scan operations are performed. See “Discover Nodes Connected on
the Network” on page 14 for more information.

Eaton IPP Management

The Eaton IPP can be remotely managed, configured, and updated using Eaton IPM supervisory software.
Using the Eaton IPM, you can perform mass configurations and mass updates of Eaton IPP applications. The
Eaton IPM can also remotely perform the following:

« Display an Eaton IPP configuration

« Configure a single Eaton IPP

« Synchronize multiple Eaton IPP configurations

« Trigger an Eaton IPP upgrade

Performance Evaluations

To provide a performance evaluation, Eaton has tested the following configurations:

Test with a typical hardware

« CPU: Intel Core® 2 Duo 6600 @2.4GHz

« Memory: 2Go DDR2

« HDD: 1 HDD 220 GB 7200 rpm

« OS: Microsoft® Windows Vista® Enterprise 32 bits

Test conditions during 40 hours:

« 1000 nodes (including ~50 real), mainly Eaton IPMs, and some NSM and Network Management Card.
« Average CPU load: ~60%
« Memory load: 200 ~300MB

NOTE These tests have been performed on Windows Server Operating System. The
o Windows 2003 or 2008 Operating Systems do not have the limitation of 10
simultaneous connections.

Eaton Intelligent Power Manager (IPM) User's Guide v1.50 P-164000289—Rev 3 2
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Network Ports

Introduction

Table 1 lists the network ports used by the Eaton IPM.

Table 1. Network Ports

Other Eaton UPS Eaton IPP with
Eaton Network Management Shutdown Eaton IPP and
Protocol Mode Port Management Card Cards* Controller Eaton IPM
SMTP TCP/25 ouT out ouT ouT
DHCP/BOQTP UDP/67 ouT ouT X X
TFTP UDP/69 IN X ouT ouT
HTTP TCP/80 IN IN IN/OUT IN/OUT
NTP UDP/123 ouT ouT X X
SNMP UDP/161 IN IN ouT ouT
SNMP Traps UDP/162 ouT out X X
UNMP UDP/200 X ouT IN/OUT IN/OUT
HTTPS TCP/443 IN IN IN/OUT IN/OUT
Eaton Supervision TCP/4679 X X IN/OUT IN/OUT
Eaton Notification Broadcast UDP/4679 IN/OUT X IN/OUT IN/OUT
Eaton SSL Supervision TCP/4680 X X IN/OUT IN/OUT
Eaton Alarms Broadcast UDP/4680 ouT X IN IN
Eaton Connected Alarms TCP/5000 IN X ouT ouT
Eaton Connected Alarms TCP/5001 X IN ouT
IPP-Unix (NUT) TCP/3493 X IN/OUT IN/OUT

* PXGX2000, PXGXUPS, ConnectUPS-BD, ConnectUPS-X, Network-MS

Terms

This section provides related terms and definitions.
IP Address

When Transmission Control Protocol/Internet Protocol (TCP/IP) is installed on a computer, an Internet Protocol
(IP) address is assigned to the system. Each address is unique and is made up of four numbers, each between
0 and 255, such as 168.8.156.210.

Secure Socket Layer

The Secure Socket Layer (SSL) is a solution for securing transactions over the internet. SSL is a communication
protocol that authenticates the data exchanged, as well as ensuring its confidentiality and integrity. The protocol
uses a recognized encryption method, the RSA algorithm with a public key. SSL is built into Internet Web
browsers. The padlock in the bottom of your browser screen automatically displays if the server sending
information uses SSL.

Transmission Control Protocol/Internet Protocol

TCP/IP is a family of network and communication protocols for the transport and network layers. Also known
as the Internet Protocol suite of network communication protocols.

Eaton Intelligent Power Manager (IPM) User's Guide v1.50 P-164000289—Rev 3 3
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Acknowledgements

The Eaton software development team is grateful to the following projects:

« Spider Monkey
. ExtJSe
« SQLite®

- The SQLite Project (http://www.sglite.org) generously donated source code to the public domain that
helped us for this project.

« OpenSSL®

- This Eaton IPM product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit (http://www.openssl.org).

- This Eaton IPM product includes cryptographic software written by Eric Young (eay@cryptsoft.com).
- This Eaton IPM product includes software written by Tim Hudson (tjh@cryptsoft.com).

« Lib USB

+ Net SNMP

The full license version for each of these projects is available from Eaton IPM using the
Settings > System > About selection path.

Java Licensing

Eaton's advanced software (infra connector) uses the OSGI framework technology. All the constituent modules
of the new features (virtualization, storage, Cisco UCS) are based on OpenJdDK (Open Java Development Kit,
which is a free and open source implementation of the Java Platform).

A Java Runtime Environment (JRE) must be installed on the target machine to use these features. This one can
be open source, such as OpenJRE, or business, such as Oracle.

/\ IMPORTANT

Acceptance of licenses, related to Java Runtime Environment, is the responsibility of the end user.

Eaton Intelligent Power Manager (IPM) User's Guide v1.50 P-164000289—Rev 3 4
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Chapter2 Installation

This chapter provides Eaton Intelligent Power Manager (IPM) installation prerequisites and quick start
installation procedures. Procedures for uninstalling and upgrading the product are also included.

NOTE For a complete operating systems compatibility list, click the OS compatibility link
o at http://pgsoftware.eaton.com.

Installation Prerequisites

This section provides installation prerequisites for the following:

« Systems hosting the Eaton IPM
« Systems that display the Web-based graphical user interface (GUI)

On the System Hosting Eaton IPM
The Eaton IPM can be installed on Microsoft® Windows XP®, Microsoft®\Windows Vista®7, Microsoft® Windows
7,8, and 8.1, and on Microsoft® Windows Server® 2003 R2, 2008 (including R2 revision), and 2012 R2.
« For better performances with multiple nodes, Eaton recommends a Microsoft® Windows Server® OS (that
does not have the limitation of 10 simultaneous network connections)
« To avoid network or serial port access conflicts, do not install the Eaton IPM on a machine that also hosts:
- Network management system, such as HP OpenView® or CA Unicenter®
- Eaton Intelligent Power Protector (IPP)
- Eaton Enterprise Power Manager
- Eaton Network Shutdown Module
- Network Management Proxy
- Eaton UPS Management Software

NOTE The Eaton UPS Management Software is a legacy Eaton software product for
6 managing UPSs. If you were using it previously, remove it before installing the new
Eaton IPM software.

On the System that Displays the Web-based GUI

The Eaton IPM graphical interface can be accessed remotely using a simple Web browser. Access to this
interface can be secured through Secure Socket Layer (SSL) connection and is also secured through login and
password.

The Eaton IPM graphical interface has been tested with:

« Google® Chrome™
« Mozilla Firefox®
« Microsoft® Internet Explorer® (IE) version 9 and later

NOTE For optimal performance, Google Chrome or Firefox is recommended. For good
0 performance, |E version 9 and later is recommended. |IE6 performance is not
optimal.

Eaton Intelligent Power Manager (IPM) User's Guide v1.50 P-164000289—Rev 3


http://pqsoftware.eaton.com

Installation

JRE Prerequisites

For all features correlated to the infrastructure connector (such as VMware, UCS, NetApp), a Java Runtime
Environment (JRE) must be installed on the system hosting Eaton IPM (see “JRE Installation” on page 6).

Table 2. JRE Virtualization, Storage, and Server

Virtualization,

Storage, or Server Software No JRE Installed JRE 1.7 or Greater

New Vmware vCenter — .

New Vmware ESX/ESXi — .
Virtualization Microsoft SCYMM o* o*
Citrix XenCenter . .

Citrix XenServer . .

Storage NetApp Storage — .
Server Cisco UCS Manager — .

* Only available if the system hosting is based on Microsoft operating system. See “Eaton Solutions for Microsoft” on page 86.

JRE Installation

The installation of the JRE is Operating System platform-dependent. All new Eaton components have been
developed and tested for the Java version 1.7 or later. After installing the correct JRE, the IPM must be reloaded,
to take account this new environment.

Quick Start Instructions
This section includes quick start installation and configuration instructions.

Graphical Installation
To install the Eaton IPM:

1. On a computer with a Windows OS, run the Eaton Intelligent Power Manager package under an

administrator account. A Web browser displays the Eaton Intelligent Power Manager Installer Welcome
screen.

2. Observe the prompt and verify that the communication device is connected. Click Next (see Figure 2).
The Login screen displays.

Eaton Intelligent Power Manager (IPM) User's Guide v1.50 P-164000289—Rev 3 6



Installation

E Eaton Intelligent Power Manager Installer _@Qu
E ;T.N Intelligent Power Manager
m
Powering Business Warldwide
m Welcome to Eaton Intelligent Power Manager installer
License
Select Path Flease check that your device communication
Installation... is connected before proceeding with installation
Finish

Cancel ‘ ‘ Next >

Figure 2. Welcome Screen

3. Read the application description on the Login screen. Type the login and password and click Login (see
Figure 3).

0 NOTE  The default entry for login and password is admin.

E-T-N Intelligent Power® Manager

What is Eaton Intelligent Power Manager? Login: | |

Password:
« Ideal for monitoring and managing multiple power and

environmental devices, Inteligent Power Manager software -
from Eaton delivers a global view across the network from
any PC with an Internet browser.

« Exceptionally versatile, the software is compatible with any
device supporting a network interface, including other
manufacturers’ UPSs, environmental sensors, ePDUs,
shutdown applications and more.

» Inteligent Power Manager also offers the ability to organize a
management table by groups, centralize alarms, and
maintain event logs for preventive maintenance of the entire
installed equipment base.

Figure 3. Login Screen
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Configuration

When started, the application automatically performs a discovery using the “Quick Scan” option:

Installation

« Using the "Quick Scan” operation, you will discover the following through broadcast: Network Management

- Display the discovered nodes using Settings > Auto Discovery (see Figure 4).

Cards Network-MS (ex 66102/103006826) and Modbus-MS (ex 66103), PXGX2000, PXGXUPS,

ConnectUPS-BD, ConnectUPS-X, ConnectUPS-MS, Intelligent Power Protector, Network Shutdown Module
V3, Eaton G3 ePDU cards, HP UPS cards, monitored and managed HP PDU cards, Dell UPS card, or Lenovo
UPS cards, or IBM UPS card.

|88 = :m Power Management, Pow... E Eaton Intelligent Power... |

E:T-N

Views «| &  MNode List
3 -__-]"Views Type Status | Name
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Figure 4. Quick Start - Auto Discovery Page
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« For the other nodes, perform the discovery based on IP address ranges using the “Range Scan” option.
Using “Range Scan” discovers the nodes that are outside of the network segment and nodes that are not
compatible with the “Quick Scan” feature.

« Refer to the Compatibility list to determine if your node supports the “Quick Scan” feature.
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Installation

(Optional) To set the computer running Eaton IPM to shut down in the event of a power failure:

1. Select Settings > System. In the far right panel, select Edit modules settings. The Edit modules
settings dialog displays.

2. Select the Shutdown checkbox on the Edit modules settings dialog (see Figure 5). The Shutdown menu
selection displays in the Settings menu hierarchy list (see Figure 6).

Edit moedules settings *

EI Management

7] shutdown

[ tnfrastructure Connectors
Site Recowery ManagerE

[[] Datz Center Management

[¥] User drivers

[ redu ndancy

[ Save ”_ Cancel J

Figure 5. Edit Modules Settings Dialog

E N Intelligent Power® Manager

@43 Events Logs
&g Events List
@l Events Calendar
= ‘=3 Management
[;{-;1 Nodes Ssttings
[gd Modes Upgrade
[#2) Configuration Policies
= = Settings
&Auw Dizcovery
"] Actions / Events
[ Shutdown
¥ Infrastructurs Connectors
o Data Center Management
Q}Sﬁbem
] Log
3 User List

Shutdewn timer: None
Shutdown durstion: 120 second(s)
Shutdown type: Hibernate

(") Criteria
Standard shutdown segquence

[ UPS Configuration

Views « & Shurdown JE-Zil POWET SOUICE

3 JrViE"-‘S  Power Source Configuration aE-:it shutdown configuration
EE Mode List Fower source: None (ﬂ'E-:il advanced shutdown criteris
L Fomer Source B8 Configuration @E:t PRI
o g Node Map

| Test shutdown

Figure 6. Shutdown Displays in the Settings Menu Hierarchy

3. From the Settings > Shutdown page, assign the following:
« |P address of the UPS that powers the local computer (power source)
« Shutdown configuration parameters (timer, duration, type of shutdown, and (if needed) shutdown script

« Select or deselect (check or uncheck) the checkbox for standard shutdown sequence
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Installation

License Code

The Eaton IPM monitors up to 10 power devices (including UPS Web Card, ePDU, or Eaton IPP Shutdown
Controller) without a license.

If there are more devices to be monitored or advanced features are desired, an appropriate license is needed.
The license can also be upgraded later without reinstallation.

Table 3 provides the differences between Basic mode (requires no license code) and Silver and Gold modes.

Table 3. Features for IPM 1.50

Basic Silver Gold

Upto 10 Up to 100 Unlimited
Features Power Devices Power Devices Power Devices
Protected Servers (IPP) and Virtual Servers . . .
Storage Shutdown Module . . .
Generic Drivers and Third Party Devices . . .
Configuration Policy . . .
Advanced Event Action with Standard Events . . .
Plugin for VMware VCenter . . .
Advanced Event Action with Custom Events — . .
Virtualization (Basic Power Actions): o¥ o¥ .
« Shutdown Virtual Hosts
« Shutdown Virtual Machines
« Enter/Exit Maintenance Mode
Virtualization (Advanced Power Actions): — o¥ .

Load Shedding
Shutdown Targeted Virtual Machines

Migrate Virtual Machines to Targeted Hosts
Shutdown VMware vAPP
Automate VMware SRM Recovery Plan

* Not included for Eaton-Essential UPS Models (9E and 93E) or any non-Eaton UPS Models. Customers need to purchase the Gold License to
enable Basic and Advanced virtualization features.

The Basic mode is free and does not require a Product Key reference. Only the “Silver” or “Gold"” paid versions
require that you enter the product key as follows:

1. In the Settings > System path, double-click the System field set. Enter the license code in the Product
Key field. The license code is printed on the commercial CD booklet (inside the CD case) as follows:

« ref 66925 Eaton IPM Silver License
« ref 66926 Eaton IPM Gold License

o NOTE Nodes that are not managed due to license limitation appear with this icon: @
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Operation

Installation

1. Use the Views > Node List menu item to supervise the current state of the compatible power devices

and applications.

2. Select aline in the list and the panels are updated with selected device information (see Figure 7).
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Figure 7. Node List Main Page

« [Optionall If you have enabled the Shutdown module, the Views > Power Source menu item allows you to
supervise the current state of the UPS that powers the server running Eaton IPM. This menu is available
when you have enabled the Shutdown module in System > Settings > Edit Modules Settings.

« The Events > Event List view allows you to view the device events.

« The Management menu provides functions that allow you to mass configure and mass upgrade cards.
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Installation

Installation Result

/' IMPORTANT

If you install a new Eaton IPM release without uninstalling the old one, you will keep your database
and your product settings.

« At the end of the installation, the following shortcuts are created in the group Start > Programs > Eaton >
Intelligent Power Manager.

- Open Eaton Intelligent Power Manager: Starts the main Eaton IPM graphical interface

- Start Eaton Intelligent Power Manager: Starts the service

Stop Eaton Intelligent Power Manager: Stops the service

Uninstall Eaton Intelligent Power Manager: Uninstalls the program

« A service called “Eaton Intelligent Power Manager” is also created for the Database Acquisition Engine.
- This program continuously polls the status of Eaton devices and Applications connected on the network.
- This service automatically starts on machine boot-up.
- This service provides the Web Interface.

« A system tray icon displays the alarms on the local computer. Right-click this icon to display the same
shortcuts as in the Windows Start menu.
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Installation

Uninstalling the Eaton IPM

The following methods for uninstalling the Eaton IPM are available:

« Access the control panel selection for your operating system to uninstall programs and remove the Eaton
Intelligent Power Manager Vx.xx package per your system instructions.

« You can also uninstall from the shortcuts to remove the product and custom files (if you confirm the action):
Start > Programs > Eaton > Intelligent Power Manager> Uninstall Intelligent Power Manager.

Upgrading the Eaton IPM Product

If you install a new Eaton IPM Release without uninstalling the old release, you will keep your database and
your product settings. See “Nodes Upgrade” on page 77 for upgrade information. Also see “System Settings”
on page 22 for information on configuring automatic upgrade.

Installing/Uninstalling the Eaton IPM (Command Line)

You can install or uninstall the Eaton IPM product from a command line in order to deploy the software in a
group, with or without using the graphical interface. You can also configure protection settings from the
command line.

Detail of available command options can be obtained using the following command:

<packageName> -help

<packageName> [COMMAND] [OPTION]...
The available commands are:

- -install Launches the installation/upgrade process (default)

« -uninstall Launches the process to uninstall the application
The available options are:

« -debug Displays debugging information on the console
« -silent Installs the application silently

Access the installation folder:
-dir <installPath>

Example

The command <packageName> -install -silent -dir "C:\Program Files\MyFolder" will install
the Eaton IPM silently in C:\Program Files\MyFolder.

After the installation is completed, open a Web browser with the following URL:

« http://<host>:4679/, where <host> is the host name or IP address of the machine hosting the Eaton IPM.
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Chapter3 Configuration
This chapter describes how to configure the Eaton Intelligent Power Manager (IPM).

Configure Nodes

Each node (Network Management Card, proxy, or application) must have a valid IP address (or a DNS name) in
the range that you have entered for auto-discovery (see “Compatibility” on page 2).

Eaton IPM automatically receives the alarms (through notification or polling) without specific configuration on
the network card, proxies, or applications.

For SNMP communication, configure the SNMP parameters using the System > Scan Settings selection.

Discover Nodes Connected on the Network

To discover nodes connected on the network:

1. From the left-side Views panel of the Eaton IPM main interface window, select the Settings > Auto
Discovery menu item.

2. From the right panel, select a discovery method (see Figure 8):
« Quick Scan: Automatically performed when application starts

« Range Scan: Click the Range scan button

. Address Scan: Click the Address(es) scan button

E-T-N Intelligent Power® Manager
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3 _'l"‘-'iE"-'S Type St..| Name Mac Address « | Class Location Contact Acc... | Li..,
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r_;":l’l Mode Map u ® Intelligent Pow... D ad @
@ i=j Events Logs .
S Intelligent Pow... 0 ad
&g Events List ¢ o 2 P = ®
& Events Calendar g O Inteliigent Pow... D ad @
(= =5 Management .
s Inteliigent Pow... ad
[ Nodes Settings ¢ o i L bl
lgd Modes Upgrade @ e Power Xpert G... Your Location  Your Contact ah (B
H Jgﬁonrb”"!‘tb" Palicies G\_] (&) Power Xpert G... Server Room buildiE ad @
(5 Settings
&Am Term g (] Inteliigent Fow... CMC Eugens Monros e @
] Actions / Events g (] Inteliigent Few... Calorado Jazon Meyer e @
(g Shurtdown
3 Infrastructurs Connectors @ (] O0-E0-DE-10-4... ConnectUPS ... under bevs desk ad @ :
A Data Center Management @ © 00-E0-DE-15-3... ConnectlUPS ... a0 (B B Export to CEV file
Qéj}f::ﬁem I'\_:‘] (¥} O0-ED-DE-17-3... ConnectUPS ... Basement Floor 2 @
;1\ User List [\,‘J o O0-E0-D8-17-3... ConnectUPS ... adi @
] 00:20:85:F0:0... Metwork Mana... Computer Room Computer Roo... D ad ®
@ 9 O0:20:85:F4:0. .. e ®
@ 0 00:20:85:F9.0... PDU Metwork ... Bevs Testlsb  Bevery Powel D ad ®
[;_a Q 00:20:85:F59:1... PDU Network ... ,ﬁ‘_‘:' @
H 4 |pget of1| I [ | @ |[25 |+ Items perpage Displaying 1 - 17 of 17

Figure 8. Node List Page from Auto Discovery
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Configuration

Quick Scan

The Quick Scan request is a broadcast frame on 4679 IANA reserved port and 69 standard TFTP port. Using
the Quick Scan operation, you will discover any of the following within a few seconds:

« Network Management Cards Network-MS (example, 66102/103006826) and Modbus-MS (example, 66103)
« PXGX2000, PXGXUPS, ConnectUPS-BD, ConnectUPS-X, or ConnectUPS-MS

- ePDUs

« Eaton Intelligent Power Protector (IPP) or Network Shutdown Module V3

Range Scan

Using the Range Scan operation, you will discover the nodes that are outside of the Network segment and
nodes that are not compatible with the Quick scan feature. See “Compatibility” on page 2 to determine if your
node supports Quick scan feature.

In the Range scan dialog box, you can edit IP address ranges. You can also select (check) the Override global
authentication settings checkbox to specify authentication parameters that are different from global scan
settings (see Figure 9).

[ Range scan x

Add range  Delete range
uf: From = To
o 10.130.32.100 10.130.32 200

Crneerride global authentication
settings:
=
XML

Username: admin

Password: sERES

SHMPv1
SNMP community name: public
[[] sHMPvz

=] nuT

N specific suthentication parameter

[ Scan Jl Cancel J

Figure 9. Range Scan Dialog Box
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Configuration

Address Scan

This type of node discovery performs a single address scan (or for several |P addresses separated by the “;"”
character).

In the Address(es) Scan dialog box, edit IP addresses to scan.

« You can select (check) the Force node(s) creation checkbox to create a node with an IP address even if the
scan operation did not identify the device.

« You can also select (check) the Override global authentication settings checkbox to specify authentication
parameters that are different from global scan settings (see Figure 10).

NOTE The option Force node(s) creation will create empty nodes if the scan operation
0 did not identify the devices. Then it is possible to assign a different driver to the
nodes created (see “Change Driver Node" on page 19).

Address(es) scan X

Address: 10.130.32. 121

[T Force node(s) creation

[¥] owverride global suthentication ssttings
XML

Username: admin

Password: EEEEE

SNM Pl

SHNMP community name: public

[[] SHMPv2

MUT

Mo specific suthentication peramater

e

Figure 10. Address(es) Scan Dialog Box (Example 1)
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Address{es) scan X

Address: 123.45.67.89,123.45.67.90
"] Force node(s) creation

V] Override global authentication settings

XML

Username: ' admin

Password: sssss

[(]ssMPv1

SNMPY3

Username: readuser

Security level: Authentication but no encryption ~
Authentication method: MDS v
Authentication password: sssssses

Encryption method: 2

Encryption password:

CIwur

{ Scan ][ Cancel ]

Figure 11. Address(es) Scan Dialog Box (Example 2)
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Scan Settings for Discovery

Configuration

Administrators can set scanner authentication parameters that will be used as the default when discovering
new devices. These authentication settings can be set for the XML, SNMPv1, SNMPv3, and NUT protocols.

When discovered, manually or automatically, newly discovered devices will use these authentication
parameters. Depending on the device-supported protocols, IPM will choose the needed parameters. See

“Compatibility” on page 2 to determine which protocols are supported.

The administrator can also activate the automatic scanner to add any automatically discovered devices without
a direct scan action of the administrator. For example, with automatic scan enabled, the presence of a new card

on the network would be auto-discovered and added.

To change scan settings:

1. From the left-side Views panel of the Eaton IPM main interface window, select the Settings > System
menu item. The System page displays.

2. Click the Edit scan settings button on the right-side page. The Edit scan settings dialog box displays (see

Figure 12).

3. Set the scan settings by selecting or deselecting checkboxes, typing data, or make selections from the

drop-down list.

Edit scan settings

Automatic scan:
7| XML

Usernamsa:

Password:

| SHMPv1

SHMP community name:

| SHHMPv3
Username:
Security level:

Authentication method:

Encryption method:

Encryption password:

| NUT

Authentication password:

admin

public

readuser
Authentication and encryption
MD35

TR eTY

DES

Mo sped fic authentication parameter

[ Save

J(Lconcel ]

W

w

Figure 12. Edit Scan Settings Dialog Box
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Change Driver Node

After discovering a node, it is possible to assign a different driver to this node.

To change driver mode:

1.

Select the Settings > Auto Discovery menu item.

Configuration

2. From the right-side panel, select Change driver node (see Figure 13).

3. By default, the driver of the node is selected. Choose another driver and click Ok. The node will use this
new driver.

Change driver node

Flease select the new driver for the selected node:
<

= i3 Standard driver
@ Eaton Intellioent Power Manager
(#] Eston Inteligent Power Protector
@ Eaton Inteligent Povwer Protector Proxy
[#] Eaton UPS Network Management Card
@ Eaton ConnectUPS & PHGH-UPS card / SMMP
E Eaton Power Xpert Gateway Card
@ Eaton POU Metwork Management Card
[#] MGE UPS Network Managemert Card (Legacy) 1
[E MGE Network Management Proxy
[#] MGE Network Managment Module
[#] MGE Switched PDU Driver
[#] Aphel Monitored ePDU Driver
E Aphel Managed ePDU Driver

[#] DELL web/SNMP Managemert Card
[ HP PR | Metuwanrk Manamsment Fard

P
| v

l Ok I I Cancel

Figure 13. Change Driver Mode Dialog Box
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Configure Node

Configuration

Settings

To configure node information and access parameters (administrators only):

1.

From the left-side Views panel of the Eaton IPM main interface window, select the Settings > Auto
Discovery menu item.The Nodes List page displays.

Select a node from the Nodes List page.

Click the Edit node information button or click the Set node access parameters button in the right
panel.

The Edit Node Information dialog or the Access parameters dialog displays (see Figure 14 and Figure 15):

- Edit node information dialog. The Edit node information dialog box allows editing the node name, the
user type, the node description and the associated load alarm threshold.

- Access parameters dialog. You can define the access settings for all selected devices. Only relevant
settings are set, depending on the capabilities of the selected device.

Access parameters *

[#] xrML
Username: admin

Password: sanan

{ Save ” Cancel ]

Fi

gure 14. Node Access Parameters Dialog

Edit node information X

MNams: W2DDERZIPM 140
User Type: 0 |Selectatyps w

User Mote: -

Load alzrm threshaold: | £

m

e -

Figure 15. Edit Node Information Dialog
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Configure User Accounts

T

1.

o configure multiple user accounts:

From the left-side Views panel of the Eaton IPM main interface window, select the Settings > User List
menu item. The User List page displays (see Figure 16).

Click Add user. The Add user dialog box displays.

Type the user’s login and the user’s password (see Figure 17).

Select the user's profile level. The following levels are available:

« Admin: User will be able to access all the features

« User: User will only access the visualization and cannot set changes to the system or nodes

Click Create new user.

E.-T°N intelligent Power® Manager

Views w &  User list _ﬁ.!-\-:-: user

31 Views 5 ;EZI_EE'
EE Mods List Login:admin
' Power Source E[{::"_i?a:ﬂd.min Remove tse
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@ =3J Events Logs
= g Events List
&' Events Calendar
= (=5 Management
(78 Nodes Settings
@ Modes Upgrade
[#2) Configuration Policies
=) Settings
,&.ﬂ.m Discovery
] Actions / Events
o Shutdown
¥ Infrastructure Connectors
J Data Center Management
5}}5‘_."51)&[11
Jton
& User List

oK1 (@ Warning: 2 0 Crticsl: 0 £ Unknown: 4 Lestevent: @ 24/02/2015 - 1:00:34

F

igure 16. User List Page for User Account

Add wser x|

Login:

Pzsswornd:

Confirm passwoed:

Profile: Select & profile ... >

F

igure 17. Add User Dialog Box
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Note that the Eaton IPM contains a default Administrator profile with:

« “admin” as login

« "admin” as password

Configuration

A WARNING

For security reasons, Eaton recommends that you change the default password immediately after
the installation. A pop-up message provides a security warning if the password contains less than

eight characters.

System Settings

From the Settings > System menu item, you can edit system information and settings (see Figure 18).
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Figure 18. System Settings Page
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Configuration

Select one of the items on the System page, and then double-click the item, or single-click the corresponding
button in the right-hand side menu:

Edit system information modifies contact and location information.

Edit language allows you to change the interface language (Czech, English, French, German, Japanese,
Korean, Polish, Portuguese, Russian, Simplified Chinese, Spanish, or Traditional Chinese).

Edit scan settings are the default access settings that are automatically set for new discovered nodes.

Edit update settings and Check for updates provide features that allow the system to automatically check
for Eaton software updates for you. WWhen a new software version is detected on www.eaton.com, a wizard
displays and provides upgrade instructions for you. (Database information is retained with this operation.)

Edit modules settings allows you to enable/disable Eaton IPM optional modules:

Management enables nodes settings mass configuration and nodes upgrade features
Shutdown enables shutdown of the computer running Eaton IPM in the event of a power failure

Infrastructure Connections enables management of third party equipment, including storage and
virtualized IT systems

Site Recovery Manager enables the migration for a virtualized cluster
Data Center Management connects to the CA Nimsoft (R) infrastructure manager

User Drivers integrates new devices in the IPM supervision application by using predefined common
base objects and userspecific objects

Redundancy provides support for >1 UPS in N+1 redundant configurations

NOTE The “User Drivers” feature allows IPM to supervise any SNMP- or Network UPS

o Tools (NUT)-available devices. You can customize and adapt the IPM acquisition

engine to any kind of Data Center device, such as HVAC, Rack controller, storage, or
DC Power System controller.

Automatic Data Purge

All IPM data (logs, measures and events) are stored in a database. This database automatically purges the
accumulated data when necessary according the purge parameter settings for the following parameters:

« <maxTime>: Maximum timestamp for the oldest records (in ms)

« <maxCount>: Maximum number of records, where the oldest records are removed first

These parameters can be modified in the “config.js"” file in the logManager/purge section.

The default settings for purge include:

« Data of type alarm (see events section) maxTime: 28 days maxCount: 50000

« Data of type measure (see measures section) maxTime: 7 days maxCount: 200000

« Data of type statistic (see stats section) maxTime: 28 days maxCount: 20000

« Log system (see system section) maxTime: 28 days maxCount: 50000
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Configuration Export/Import
You can backup the configuration to an external file. The external file can be used to restore the configuration.

This function is accessible through the GUI in the Settings > System page with the “Export configuration” and
“Import configuration” options available in the right column.

On windows systems, the same function can be called from the command line with the following syntax:

« Export: C:\Program Files (x86)\Eaton\IntelligentPowerManager>mc2.exe -export configipm.ice

« Import: C:\Program Files (x86)\Eaton\IntelligentPowerManager>mc2.exe -import configipm.ice
The limitations of this function include:

« Using the same version of IPM when exporting and importing
« Using the same OS when exporting and importing
« Restoring the complete configuration (the configuration cannot be partially restored)
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Chapter 4

Advanced Events and Actions

This chapter describes Event Action features for automated control of actions and notifications in the Eaton
Intelligent Power Manager (IPM).

/\ IMPORTANT

Because of the potential complexity of final configuration, it is strongly recommended to test the
complete chain of events and actions before going into production.

Note that some restrictions could apply regarding your software licence and kind of devices you are managing.
Please check the license for more details.

Customized Action on Standard Events

An action is the operation resulting of one or many triggered events. For example, an action could be to send
an e-mail when an alarm is generated.

Each action is defined for a specific purpose:

« E-mail: Action to send an e-mail.

« Command: A command is executed by the supervision application when this action is triggered.
« Notification: A Notification produces a one line message displayed in the 'Notifications' window.
« Event Log: This action provides an event message to the node event list.

« Host Power Action: This action executes a power command on the host target. A power command can be
ShutdownHost, ShutdownVMsThenHost, EnterMaintenanceMode,
EnterMaintenanceModeThenShutdown, ExitMaintenanceMode, EnterStandByMode or ExitStandByMode.

« VM Power Action: This action executes a power command on a virtual machine. A power command can be
power on, power off, guest shutdown, or suspend.

« VM Migrate Action: This migrates a virtual machine from its host to another host.

« vApp Power Action: This action initiates the execution of a power command on a virtual application. The
power command can be startup, shutdown, or suspended.

. Start a Recovery Plan: This starts a recovery plan in fail-over mode. The SRM module must be active.
Choose a recovery plan for a RECOVERY site.

/\ IMPORTANT

Be careful. VM power, VM migrate, and vApp power actions are not available on Hyper-V. To
protect HyperV virtualization servers, please perform configuration using selections in the
following path Management > Nodes Settings > Node configuration panel.

When triggered, an event provides the order for the action to occur while providing information to the events’
origin (ID, type of the event, and parameters) related to this type of event). That permits to the action to use
them and communicate more precisely about the source of this operation.
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The application offers six standard events by default:

« Information Alarm

« Warning Alarm

« Critical Alarm

« Unknown State Alarm

« Power Failure

« Runtime Threshold reached

If these standard events are not enough to determine the possible cause of an action, users can define their
own custom events (see “Define Custom Events” on page 26).

Configuration Policies

The configuration policies panel allows you to define some policies using parameter sets and apply them either
to a single device or to any group of devices or applications monitored by IPM devices and applications
monitored by IPM.

In addition, the configuration policies panel is used to attach properties, such as the following:

« Power Source

« Runtime Threshold Settings
« User Settings

« Asset Information

It can be used to group devices by criticality, shutdown settings, power source, or what you think is relevant to
your environment.

A device or application that is attached to a configuration policy with a power source and Runtime Threshold
settings will be monitored and protected through the standard event called Runtime Threshold Reached.

Define Custom Events
A custom event is used to re-factorize existing triggers in its own customized logic or to listen to other existing
objects.
- Atrigger is associated with an object and an event is associated with triggers.

« An event could be a combination of multiple sources information.

Use Custom Events to Launch Custom Actions
There is no restriction on the order of the operations between the action creation or definition, event
configuration, and the use of configuration policy settings.
« Actions can be linked to already defined events from their definition dialog.
« Events can be linked to already defined actions from their definition dialog.

« Settings attached to nodes through configuration policies can be used to define both event rules criteria and
action parameters.

« Any standard or custom events can be linked to any number of actions.

« Any standard or custom event can be combined together to build a rule of a new custom event.
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Example Procedures

For more scenarios about how to use the new advanced features, see “Appendix A" on page 147. Those
scenarios will give you some examples of usage, but also a general approach to find out what has to be
configured to achieve a specific goal.

The process followed in the examples consists of three simple steps:

1. Do | need a configuration policy setting?
a. If Yes, select the appropriate classes and the members for each configuration policy needed.
2. Do | need custom events?

a. If Yes, a Silver or Gold license is required (but standard events in conjunction with configuration
policies already address many situations).

3. Create the final action:
a. Enter the action settings (if any).
b. Select the appropriate event defining when the action has to be launched.

In your own context, you will able to discover other ways to configure automated actions because the interface
is flexible enough for you to configure the settings in the most logical or practical order you choose.

Configuration Policy Settings
Configuration policy settings provide the ability to define a set of information that can be attached to several
nodes.

This is a way to create extensions for nodes by providing a new set of data and attaching new features to one
node or to a group of nodes.

The configuration policies view is accessible for all users (see Figure 19).

* Logout 'admin’

A . i * Help &

E-T-N Intelligent Power® Manager

Views “« &  Configuration policies list 2  selection view

_-l._-J::.Ev,-s Type Name List of Classes List of nodes @Createnew configuration policy
£-3 Node List e
:fu':‘ Node Map L -‘A

=) Events Logs les)
E Events List
#Events Calendar
= /-5 Management @
(8 Nodes Settings
(@3 Nodes Upgrade
() configuration Poicies Class Data Value
=i Seitings
.&Auto Discovery
(] Actions | Events
j‘ Infrastructure Connactors
@ system
[] Log
@. User List

Setting list from selection q

Page1l |of 1 A | &2 | 25 |v Ttems per gigéata to display

Qok:3 @ Wamning: 0 @ Critical: 0 £ Unknown: 0 Last event: €@ 17/12/2014 - 14:51:16 - LLUSWWHP4515565 - Commun|

Figure 19. Configuration Policies View
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To create a configuration policy, click over a selection of target nodes in any node list (see Figure 20). For
example, if you intend to create a configuration policy and apply it to three well identified virtual machines, you
can select those three VMs, right click on the selection, and select Create new policy. This opens the “Edit
selected policy” dialog box with the target node field already initialized with the content of the selection (see

Figure 21).

0 V0B Citrix VirtualMachine "CentOS release @
e VM05 Citrix VirtualMachine "CentOS release @
a Citrix WLB Virtual Appliance Citrix VirtualMachine "CentOS release @
(%] VMO Citrix VirtualMachine "CentOS release ... @

(@) Edit node information

‘_.B Set node access parameters

(f8 Create new policy

2 Select by keyword
Deselect all
S Edit filter view
38 Export to €5V file
Page1 |of2| B Pl | & [|25 |+ iems per page Displaying 1 - 25 of 29

Figure 20. Node List Panel

Edit selected policy %

Configuration policy name®: %“l.:'ﬂilt‘;Fl omaSelection|

Target nodes 3 Nodes: VM06, VMO5, VMO1
.
1] class st ra
1
Configuration policy setiings
Class Data WValue Edit

Figure 21. Edit Selected Policy Dialog Box

Configuration Policies Class
A class represents a set of parameters characterizing the configuration policies.
A list of predefined configuration policies classes are associated with a set of features, such as:

« Asset Information

« Runtime Threshold Settings
« Power Source

« User Settings
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From the Settings > Actions / Events menu item, notifications or executable actions can be set to occur as
the result of specific Eaton IPM actions (see Figure 22).

F:-T-N

Views
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£73 Node List
ty Power Source
4 Node Msp
=3 Events Logs
& gEvents List
4 Events Calendar
(5 =3 Management
(28 Nodes Settings
[ Nodes Upgrade
[#2) Gonfiguration Policies
95 Settings
&Am Discoveny
] Actions / Events
(e Shutdown
¥ Infrastructure Connactors
M Data Center Management
@ Systzm
7 Log
S User List

ok 11 () Warning: 3

“| 2|  Actions | Events

ut “adimin

Intelligent Power® Manager

_dCreate new action

Action inactive

Action name: Email

Action type: Email

Events List: Information Alarms, Warning Alarms, Critical Alarms, Unknown State Alarms
Events Source:

SMTF server: smtp.server.com

SMTP server port: 25 Acdit event rules

: Intelligent Power Manager (IPM) Alarms
Alarm from {Source name}: {Local Date} - {Message}
Digest period: Every minute

Action active

Action name: Notification

Action type: Notification

Events List: Information Alarms, Warning Alarms, Critical Alarms, Unknown 5State Alarms
Events Source:

Mez=3ge: {Message}

Aetion active

Action name: Event Log

Action type: Event Log

Events List: Information Alarms, Warning Alarms, Critical Alarms, Unknown 5tate Alarms
Events Source:

Mezzage: [Message}

O ciitical: 0 € Unknown: 3 Lestevent: @) 24/02/2015 - 1:41:07 pm - RAITNCWHP2001583 - Comy

Figure 22. Actions / Events Settings
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Create a New Action

A new action can be created by selecting the Create new action command. Use the “Create new action”
dialog box to define all data for this new action (see Figure 23).

The following rules apply for mandatory fields:

« All red fields marked with the “*" character are mandatory and must be defined.
« An action cannot be saved if all mandatory fields are not defined.

Create new action X

Action active: '7|

Action name™®:

Events List*: [.?]

Ewvents Source: Any source [?]

Action type®: | Select an action.. B

Action Settings:
Name Valus

Figure 23. Create a New Action Dialog Box
An action has the following characteristics:

« Name: The name of the action. It cannot be unique.

« Type: Defines the sort of action that will be executed. (See “Action Type Descriptions” on page 35 for more
details)

« List of Events: Establishes where this action will be executed. Events can be selected by pressing the
pencil icon button next to the field and using the Associated Events dialog (see Figure 24).

« List of Settings: Differ in function from the selected action type.
Tool tips with information for each action setting are available on the '"Name' column.

All red fields marked with the “*" character are mandatory and must be defined.
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Select associated events... x
Ewenis List
= Standard
I Information Alarms
Warning Alarms
Critical Alarms
Unknown State Alsrms
Power Failure

Shutdown criteria resched

600G O

[0k [ o ]

Figure 24. Associated Events
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Edit Selected Action

In order to edit action settings from the Action settings grid, you must have already selected an action type.

Advanced Events and Actions

After the action type has been selected, there are two ways to edit an action setting:

« In the list of settings, press the icon button on the row of the setting to edit.

« Double-click the row of the setting in the Action settings list.

Each setting type has its own edit window. You can insert an Object by pressing the icon button on the right

of the field displaying an object selector window (see Figure 25).

« Object are represented by a label between "“{" and “}" characters.

« Itis possible to insert an object at the focus place in the field or by replacing an array of highlighted

characters.

« Use the button to insert an object. Do not write an object label directly in a field.

« After making all modifications, click Ok to save the new action.

@ @ @ @ @ P @ @ @ @ @ @ @ @ @B

P

Object selector

Object list

3 Event field object

Source ID
Source Name
Source Status Level
Groups List
Event ID
Source Name
Message
Level
Retriggerable
State

Object

Index

Value

Time Stamp
Date

Local Date
Time

Hostname nr IP address

Display only objects present in:

X
Object definition
Source Name
Source name that triggered the event.
Type: 5tring
Ok ] [ Cancel

Figure 25. Object selector
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After creating an action, it is possible to modify it later.

To edit an action:

1. Select the action to edit in the list of actions and selecting the “Edit selected action” command in the right

panel (see Figure 26).

2. Double-click the action in the Action Settings panel (see Figure 27).

Message

{Message}

Edit action *
Action active: ]
Action name™*: Emai
Events List™*: Information Alarms, Warning Alarms, Critical Alarms, Unknown
State Alarms ’ ' !
Events Source: Any source
Action type™: Ernail B
Action Settings:
Name Value
SMTP server* Smip.3&rver.com @' I
SMTP serverp... 25 @'
Login @'
Password @' |
|E
Recipient* recipienti@server.com @'
Sender @'
Subject Inteligent Powrer Manager (IPM} Alarms @'
Message Alarm from {Source name}: {Local Date} - ... @'
[ Save ] [ Cancel
Figure 26. Editing a Selected Action
Edit parameters e

@ The Masszge field contains 2l of the detsiled information needed for users

(£]

—r—

Cancel J

Figure 27. Edit Window for Messages

Then, the same window as shown in the creation process displays with all data from the selected action (see

Figure 23 on page 30).
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Test

Advanced Events and Actions

You can clone an action by selecting one in the list of actions and selecting the Copy selected action command.

E-T-N Intelligent Power® Manager

Views &/ | Actions | Events L d Create new action
=i Views s L‘?j‘ Copy selected action
L . W
a3 Mode List Action inactive 7] Edit selected sction
S : :
I'.IU FECETELLED TG!GH bl Ern.all I Test selected action
ugh#:x:le Map Action type: Email
Events List: Information Alarms, Warning Alarms, Critical Alarms, Unkn

=l =) Events Logs
% g Events List
@ Events Calendar

Events Source: '3 Remaove selected action
SMTP server smtp.server.com

Copy this action Edit event rules
=) Management X
[/ Nodes Settings Action name™; Copy of Notification |
@ MNodes Upgrade
@Cnnfigumtinn Policies [ Save I [ Cancel ]
= —ﬂ Settings
: T
&ﬂ”t[’ Discovery Digest pericd: Every minute
(] Actions / Events s
( Shutdown e ;
= Action active
(- Infrastructure Connectors Action name: Notification
&l Dats Center Management Acticn type: Notification
60? System Events List: Information Alarms, Warning Alarms, Critical Alarms, Unkn
] o :;:enﬁ. S-DI{.I;:EZ :
eszage: {Messa | &
& User List . o
:
#
Action active
Action name: Event Log i
Qox: 11 (@) warning: 3 € critical: 0 ) unknown: 3 Lastevent: ) 24/02/2015 - 1:41:07 pm - RAINC)

Figure 28. Copy This Action

The Copy this action pop-up dialog displays a default name that is predefined and can be changed to your choice
(see Figure 28).

After saving a new action, it is listed on the Actions / Events page containing all the same data as the original
action.

An action can be tested by selecting the “Test selected action” command in the right panel.

Select Yes to launch the test on the action (see Figure 29).

Test action |

? ; Do you want to lsunch a test on "Notification” 7

e J[te ]

Figure 29. Test Action
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You can delete an action by selecting one in the list of actions and selecting “Remove selected action”
command in the right panel.

A pop-up window provides a validation message for the remove process.

Click Yes to remove the selected action (see Figure 30).

Reamowve action *

<> Do you want to remove
&/ “Notification'?

[ -

Figure 30. Remove Selected Action

After confirming, the selected action is removed from the list of actions.

Action Type Descriptions

Each action is defined for a definite purpose:

E-mail
E-mail actions need parameters such as the SMTP Server and recipients data provided by e-mail addresses.

You must indicate the SMTP server address and recipient e-mail address. Both logins and passwords are used
when the SMTP server requests authentication.

You can select between two modes (SSL or TCP) depending on your SMTP server capabilities and your
deployment constraints.

For advanced use:
« Optional: You can customize the Subject, such as when you use a third-party service provider to translate

e-mail into SMS.

« Optional: You can specify that you want to receive a consolidation of the alarms that occurred during a delay
time duration (Digest period). For example, if you specify none, each alarm generates an e-mail. With this
setting, you will receive more e-mail for the same number of events.

Command

The command is executed by the supervision application when an action is triggered.

In order to execute a program on UPS events, the program path is required. The program is executed under the
SYSTEM account.

« If an action (script or program) cannot be executed under the SYSTEM account, it is necessary to modify the
execution context before it can run.

« Toallow a user to run specific tools and programs with permissions that are different from those assigned to
the user's account, use the Windows “RunAs” command. This allows you to save the password (Windows
XP Service Pac 2 and more recent versions).

« Use the following Microsoft command:
« > runas /profile /user:<windows_ login> /savecred <my_program.exe>

« When first executed, a password is required; it is saved for subsequent executions.
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SSH Action

To launch a command on an SSH server, type the hostname, port, a valid credential, and the command itself.
This action is suitable, for example, to remotely shut down any SSH enabled server or storage without an agent.

Notification
Notification produces a one line message displayed in the “Notifications” window. It is not necessary to include

the date and the origin object name of the action in the message as they are included in the notification.

Event Log

This action provides an event message to the node event list.

Host Power Action

This action executes a power command on the host target. A power command can be ShutdownHost,
ShutdownVMsThenHost, EnterMaintenanceMode, EnterMaintenanceModeThenShutdown,
ExitMaintenanceMod, EnterStandByMode or ExitStandByMode.

VM Power Action

This action executes a power command on a VM. A power command can be power on, power off, guest
shutdown, or suspend. Note that these actions are only available for VMware virtualization infrastructure.

VM Migrate Action

This migrates a virtual machine from its host to another host.

vApp Action

Allows you to start, shut down, or suspend a whole vVApp in one action.

Start a Recovery Plan

This starts a recovery plan in failover mode. The SRM module must be active. Choose a recovery plan of a
RECOVERY site.

Storage Action

Currently one storage action is available: shutdown. It allows you to seamlessly shut down a storage or a set
of several storages (via policies). This procedure replaces the “Start a Recovery Plan” procedure required in
earlier IPM versions.

Infrastructure Shutdown

Parameters

1. vCenter target: the vCenter that manages the infrastructure to shut down

2. Critical group: select the configuration policy for all critical VMs to subscribe to. Those VMs are shut down
last and restarted at start up.

3. VM shutdown timeout: maximum time allowed for non-critical VMs shutdown

4. VM migrated timeout: maximum time allowed for critical VMs migration

Usage Sum-up
1. Create a configuration policy (Management > Configuration Policies).

2. Type the name you want (e.g., CriticalLoad).
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3. Select the VMs as target nodes to:

« Stop the latest

« Restart automatically when power is back

IPM and vCenter do NOT need to be put in this configuration policy.
Create a new action (Settings > Action / Events).

Type an Action Name (e.g., Shutdown-Infra).

Select the Action Type Infrastructure shutdown.

Select the vCenter you want to protect as the first parameter.

® N oo o s

Select the critical workload as the second parameter by choosing the configuration policy you created in
Step 1.

If it doesn't show up in the available choices, check that:
« lItisin the list of configuration policies Management > Configuration Policy
« |t applies to at least one VM
« You have the appropriate license level to benefit from this advanced feature
9. Check that the two timeout default values are suitable for your needs.
10. If the timeout value is incorrect, type it in seconds in the corresponding field.

11. Click Save.

Shutdown workflow

In the shutdown workflow, move the critical workload on one ESXi which is the last to stop. Call this ESXi the
‘last ESXi".

The critical workload which is moved on the last ESXi contains the vCenter and IPM if they are virtualized. The
parameter 2 allows you to add a group of VMs of your choice to the critical workload.

The last ESXi is automatically determined. If vCenter is virtualized, the ESXi hosting vCenter is the last ESXi.
Otherwise, if IPM is virtualized, the ESXi hosting IPM is the last ESXi. In other cases, the last ESXi is the one
hosting the maximum number of critical VMs.

In order to select the VMs you want to consider as critical, you need to create a separate configuration policy
and subscribe your critical VMs to it.

The infrastructure shutdown process starts by the shutdown and poweroff of all non-critical VMs.

Then (or after a delay equals to "VM shutdown timeout"), it migrates all remaining VMs on the last ESXi. Those
VMs are the critical ones (parameter 2), vCenter one and IPM one (each, when they are present).

When migration is achieved (or after a delay equal to the "VM migrated timeout"), all ESXi servers except the
last ESXi will be shut down.

At this point, only the last ESXi is live, hosting all and only critical VMs (including vCenter one and IPM). Before
it shuts down, it will record those VMs to be automatically restarted later.

At this stage, everything is in place to gracefully shut down the last remaining ESXi without crashing.

Remark

During the process above:
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« DRS is disabled before the migration of critical VMs on the final ESXi.
« HA is disabled before the shutdown of the final ESXi.

There are two types of events:

« Standard events, which are available to all users

» Custom events, which are available only to users having a Silver or a Gold license.

The following section provides the detailed information about custom events configuration. From the
Settings > Actions / Events menu item, it is possible to manage advanced events by selecting the “Edit event

rules” command on the right panel. The window also displays standard events, but it is just for supervision.
They cannot be modified.

An event comprises the following:

- Event Name: The name of the event. Events can be grouped together by writing a group name just before
the event name and separate from it by a pipeline (| ) character. Subgroups are not managed. For example,
“NewCustomEvent|event_1" name define the event named'event_1" in a group named
“NewCustomEvent.”

- Event Message: The message to display when the event occurs. An object can be inserted in the message
by using the button next to the field displaying an object selector window.

- Event Severity: Defines the severity of the event between these gradual choices: “None,” “Information,”
“Warning,” “Critical,” and “Unknown.

- Event mode: Defines the condition for the event to occur in function of its rules. There are two choices:
- Trigger if all conditions are satisfied: all rules must be satisfied.

- Trigger if any condition is satisfied: one of the rules is satisfied.
All rules that must be satisfied for the event to occur. (See “Event Rules” on page 39 for more details.)
The order of rules in the grid define the condition order for the event to occur.
To manage and define rules, use the following buttons below the grid:

« Add.... Add a new rule

« Edit...: Edit the selected rule

« Delete... Delete the selected rule(s)

« Move rule down: Move the selected rule to a lower position in the table

- Move rule up: Move the selected rule to a higher position in the table

A list of associated actions: Actions are launched when the event occurs. The event will appear in the list of

events of these selected actions (see “Create a New Action” on page 30). Actions can be selected by using the
Action List button displaying an action list configuration window (see Figure 31).
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Action list configuration x
Please select the actions associsted to the event:
[¥] Email
[¥] Motification

[¥] Event Log

ok ][ comel

Figure 31. Action List Configuration

Event Rules

The Rule editor dialog allows you to create (add) or edit a rule. As part of defining the relationship between a
source object name and a destination object name, condition rules, and parameters are selected and applied in
this dialog (see Figure 32).

The Rule editor dialog is obtained by selecting a rule of a custom event, then clicking Edit, (or directly by
double-clicking on it). This functionality is not available when the license is basic (no possibility to add custom

events).

Rule definition *
Rule trigger®: Please select the rule trigger
Rule source: Any sources
Rule operator®: Equal to »
Value:
Grace period: Mone v
[] Ignored if source trigger not defined.

Ok ] [ Cancel

Figure 32. Rule Definition
A rule comprises the following:

A trigger: The destination object that will be triggered by the rule (see “Triggers” on page 40 for more details).
An object can be defined using the button next to the field displaying an object selector window.
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A source: The source object that will be used to evaluate the rule. It could be a device or a configuration policy.
A rule can also have a relationship with any sources. An object can be defined using the button next to the field
displaying a source selector window.

An operator: The source object that will be used to evaluate the rule. It could be a device or a configuration
policy. A rule can also have a relationship with any sources. An object can be defined using the button next to
the field displaying a source selector window. Available operators are:

"ou

- String: "Equal to,

"ou

Different from,” “Contains,” or “Not contains”

"o

- Number: “Equal to,
equal to”

"o

Different from,

"ou

Greater than,

"ou

Lower than,” "Greater or equal to,” or “Lower or

- Boolean: “"Equal to” or “Different from”

A value: The comparison value for the operator. This value can also be an object that can be defined using the
button next to the field displaying an object selector window.

A grace period: Establishes a predefined period of time before the trigger event. The period must be between
0 to 300 seconds. A rule can be set to be ignored if its source trigger object is not defined on the node.

The trigger base contains a list of objects with their trigger characteristics.

« Types: This lists objects able to trigger an event. Object can be associated with an item (node or
configuration policy) or can be global.

- Info (scope: node): This lists objects able to trigger an event. Object can be associated with an item (node
or configuration policy) or can be global.

« Alarms (scope: node): Objects used to display information, such as a name, a location, a node ID, a
configuration policy, and so forth.

« Measures (scope: node): Number objects related to a measure of current, voltage, power, time,
temperature, humidity, or a percentage rate.

- Virtualization (scope: node): All objects related to the virtualization, such as VM Host & VApp parameters
(name, path, state...), VM Name & Path.

« User Objects (scope: node): User objects are defined through user driver definition.The trigger type will be
defined by the user object definition.

- Configuration Policy Objects (scope: configuration policy): Triggers issue from configuration policy
objects. Can be used as comparison value.

- Events (scope: node/configuration policy/system): Events can be used as trigger of another event.
- Date (scope: system): All objects defined a date, a time, a day in the week, or in the month.
. System (scope: system): Events triggered by the MC2 application.

Object Selector Help

The Object Selector lists all available objects that can be used as a trigger or as a reference value. It contains a
hierarchical list of:

« Nodes Triggers: The trigger list with the scope “node.”

- Event Triggers: Predefined events and user defined events.

- Global Triggers: The global trigger list.

- User Defined Objects: Objects defined through generic driver.

« Configuration Policy Attributes: Attributes defined through configuration policy class definition.

« Action Result Status: Result status returned by actions having feedback capability.
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When the object is indexed, it is possible to select any index value or a specific one. There is no control on the
object index capability.The object info help text is provided for all well-known objects. It provides the object
description and possible values.

You first make the selection from the Rule Definition value list to display a trigger list or a reference value list.
Then you make a selection from the object list. For example, in the figures that follow, the Object selector
displays with from either the Rule Trigger>Ultility present selection or the Value>{Shutdown timer}selection
(see Figure 33 or Figure 34).

Rule definition
Rule trigges Litility present

Object selector

Object list

@ Event object Standard

3 Standard alarm object
[[] Communicafion lost
[f Communication error
[f] Warning generic alarm

Critical generic alarm

[f] Utilty prezent

Battery discharging

On automatic bypass

Aulomatic bypass in lolerance

=

On manual bypass

[f] Energy Saving Mode

[ Batiery low

[[] Battery fault
Shutdewn mminent

[f] UPS infernal failure

[ UPS overload

[{l UPS on boost mode

¥ Display only objects present in

¥

I x
Object definition

Utility present

When this alarm is active ("1’ value), it means that the
Main AC is normal. The main AC is out of tolerance ('0°
value) when the voltage or the frequency characteristics of
the main AC input is not sufficient to supply the load. In
this case, the UPS transfers to battery power to provide
high quality power to the protected load.

Type: Boolean

Figure 33. Object Selector (Rule Trigger)
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Advanced Events and Actions

Rule definition
Rule trigger*
Rule source:
Rule operator

{{I:

Object selector

Object list

User Motes
Service Conta

Service Notes

Shutdown Dur
Power Source

Load Segment

User Settings
User Settings

User Settings

User Setlings -
User Settings - v
User Setfings -
User Settings -

User Settings -

Plezse select the rule trigger [#

Any sources

Equal to

Shutdow

5 Configuration policy object

ct

Shutdown Timer
Remaining Time Limit

Remamning Capacity Lima

abon

Value 1
alue 2
Value 3
Jalue 4
Value 5
- Infarmation 1
- Infermation 2

- Information 3

n Timer

Object definition

Shutdown Timer

The shutdown timer is the elapsed time from the power
loss detection and the start of a shutdown procedure.
If the value is -1, this criterion is disabled.

If the value is greater than or equal to 0, it defines the
timer duration in seconds.

Type: Number
Unit: 5

Figure 34. Object Selector (Value)

It contains a hierarchical list of:

+ Nodes Triggers: The trigger list with the scope “node” listed above.

- Event Triggers: Predefined events and user defined events.

- Global Triggers: The global trigger list listed above.

« User Defined Objects: Objects defined through generic driver.

- Configuration Policy Attributes: Attributes defined through configuration policy class definition.

« Action Result Status: Result status returned by actions having feedback capability.

When the object is indexed, it is possible to select any index value or a specific one. There is no control on the
object index capability.

The object info help text is provided for all well-known objects. It provides the object description and possible

values.

Eaton Intelligent Power Manager (IPM) User's Guide v1.50 P-164000289—Rev 3

42



Advanced Events and Actions

Alarm Box Notification Actions

The alarms are displayed on the local computer in an alarm box (see Figure 35). The status portion of the alarm
box is optional. It only appears if a power source has been declared in the Runtime configuration settings.

F ‘Intelligent Power Manager” Motifications =10 x|
Hame - -
Power Source O ity
Baltery Capacy s
Battiry run time 30 min 00 s

22003120054 Bypass | Return on UPS
Z2N08-11:5840 Communication restoned with UPS
220108115837 Output on sutomalic bypass

220N 03-11:57:59 Bypass : Return on LIPS

2201 08-11:57.58  Communication with devics it restored
JHON08-11:57:22  Communication with device has faled
20N K03-11:5519  Communication falure with LIPS
Z2N09-11:5324  Communication with device has faled
2201 0311:5253  Communication with device ks restored
220109115115 Communication reslorsd with LIPS

0000000800 g

Figure 35. Alarm Notification Box with System Tray Icon

The Alarm notification box is accessible from the System Tray icon (see Table 4 and Table 5). Click the icon to
open the window that displays the alarms on the local computer.

System Tray Icons
If no Power Source has been declared, the System Tray Icon will have the states described in Table 4.

Table 4. System Tray State Icons (Power Source not Declared; Shutdown module disabled)

Icon State Description
B (BLUE) The System Tray Icon correctly receives alarms from Eaton IPM.
E (GRAY) Communication is lost between the System Tray and the Eaton IPM.

If a Power Source has been declared, the System Tray Icon will have the states described in Table 5.
Table 5. System Tray State Icons (Power Source Declared)

Icon State Description

The System Tray Icon correctly receives alarms from the Eaton IPM. AC is present on the power source.

The System Tray Icon correctly receives alarms from the Eaton IPM. The power source runs in battery mode.

The System Tray Icon correctly receives alarms from the Eaton IPM. A Warning event occurred on the power source.

The System Tray Icon correctly receives alarms from the Eaton IPM. A critical event occurred on the power source.

Communication with the power source has failed.

© 0 6 &g
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Advanced Events and Actions

0 NOTE Right-click the System Tray icon for fast access to the start and stop operations.

Typical Use Cases Configuration

See Appendix A for example procedures that typify use cases configuration steps.

Advanced Use Cases Configuration

Advanced Events and Actions Customization

In the IPM installation folder, you can see a configs/scripts folder containing a sample userdefined action script
(sample user script.js).

You can modify this script or create new scripts that define very specific events and actions. The sample script
in this folder provides details about the expected structure and syntax for defining new actions and triggers.

Advanced Sound Alarm Customization

To configure sound alarms on events:

1. Inthe file {INSTALL DIRECTORY}\Eaton\IntgelligentPowerManager\configs\config.js,
change the configuration as follows:

'systray':

{
'soundAlarm': false,
'notificationIcon': true,

'notificationBox': true

2. Change 'soundAlarm': false, to 'soundAlarm': true, as shown below:
'systray':
{
'soundAlarm': true,
'notificationIcon': true,

'notificationBox': true

3. Close and restart the Windows session so that this configuration is taken into account.

NOTE 1 You can change the alarm sound by setting the Windows sound preferences from

the Control Panel.
0 NOTE 2 The Eaton IPM alarms are linked to the audible “Low Battery Alarm” alarm sound

that you can change by selecting another .wav file.
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Chapter5 Supervision
This chapter describes supervision features in the Eaton Intelligent Power Manager (IPM).

Access to the Monitoring Interface

You can access the interface locally or remotely.

Local Access

From the system where Eaton IPM is installed, you can use the following shortcut:
Start > Programs File > Eaton > Intelligent Power Protector > Open Eaton Intelligent Power Manager

Remote Access

1. From a remote computer, you can type either of the following URLs in a Web browser:
https://<name or IP address of computer hosting Eaton IPM>:4680/
-or-
http://<name or IP address of computer hosting Eaton IPM >:4679/

2. In SSL mode, accept the certificate using the procedure provided by your Browser.

3. Enter the login and password.
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Node List View

Supervision

The Node List view results from the Settings > Auto Discovery menu item selection. The following default
columns are displayed on this page (see Figure 36):

Type: Graphical icon to differentiate UPS/ePDU and applications

Status: Status icon represents the severity of the most critical event active on the monitored device
Name: IP address, the DNS name or userdefined name

MAC Address: MAC address

Class: Type of management software

Location: Node location

Contact: Node contact

Access: Graphical icons located on the left of the login indicating “Access denied” or “Access OK”

Link: Link to the device Web site (if available)

Creation Date: The date the node was created in the node list. This is used by default to sort the list (the

most recent items created appear first in the list)

E-T-N

Intelligent Power® Manager

Views “ 2|  MNode List
B :_-]:Fiews Type @ Status Mame Description Location Contact Link
B Mode List
=3 g @ Windows MT/6.01.... @
- Power Source
&8 Node Map g ® Windows NT/8.01.... ®
= (3 Events Logs $ O Windows NT/8.01.... ®
A .
el vl g © Windows NT/8.01.... ®
& Events Calendar g {!} @
Windows NT/8.01....
=l =5) Management )
[J3 Modes Settings @ O FOWERWARE UPS  Basement Floer ®
”Dd“—" Upgrade @ O FW2130 TOOVA-T  under bevs desk ®
«J| Configuration Policies =
. L @ Powerware 9130 7... Computer Room Computer Room ... @
=l {7 Settings
J Auto Discovary 1 @ FXEX UFS + EAT... Your Location Your Contact ®
Al
:]'ﬁmti{}ns ! Events @ ﬂ PW5E115 R @
IIEP i ridow) @ ﬂ Eaton ePDU MA 1... Bevs Test Lab Beverly Powell @
" Infrastructure Connectors @ o @
—y Data Center Management
@} System E @ Eaton ePDU AM 2... ®
] og @ (/] PXGX UPS + EAT... Server Room build@ @
e ] K
et g O Windows NT/E.01.... CMG Eugene Monroe  (B)
g O Windows MT/8.01.... Colorado Jason Meyes ®
@ (] FOWERWARE 9388 @
[KJ (] Pagel ofi [) W .‘E‘ 25 | w Items per page Displaying 1 - 17 ¢
@ oi: 11 (@) Warning: 3 @ Critical: 0 £ Unknown: 3 Last event: @) 24/02/2015 - 1:41:07 pm - RALN

Figure 36. Node List View
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Supervision

You can sort (ascending or descending) your device list by clicking the column titles (Status, Name, Description,
Location, Load Level, etc.). You can also add columns, as illustrated in Figure 37.

E:1-N

Views

« @]

Hode List
== Views
53 Mode List

Status Name

; Power Source
uud Nede Map
=l =5 Events Logs
% g Events List
| @ Events Calendar

@ e

=) Management
@ Modes Settings
@ Modes Upgrade
@Cnnfigulatinn Fclicies
=3 Settings
&Aut{; Discovery
] Adtions / Events
(Jp Shutdown
(F Infrastructure Connectors
@ DCata Center Management
@ Systemn
[ g
3 User List

EO0EE000Q00EEEEE ]
L BN < B< B R B < B< B < B> Mo RN < B < B <

K <
@Whming::{

ok 11
Figure 37. Adding Columns in Node List View

Intelligent Power® Manager

Pagei of1

@ critical: 0

[¥] Tyee
E‘ Status
4[] IPaddress
Descripticn Location & *| Contact I:l Mac Address
Windows NT/8.01.... 12 L Sort ascending riplion
Windows NT/8.01.... i L Sort descending [ Serial number
Windows NT/8.01....
Calumns 2 D Class
Windows NT/8.01.... B vers
'ersion
‘Windows NT/8.01.... I:l e
¥pe
PW5115 RM g
| Location
Contact
Eaton ePDU AM 3. F e
Lozd leve
POWERWARE 92355 I:l ty
Battery capac
POWERWARE UPS Basement Floor I:‘ hea e
Eaton ePDU MA 1... Bews Test Lab Beverly Powell I:| = o
mated runtime to shutdown
Windows MT/8.01.... CMC Eugene Monroce D e
Battery run time
Windows NT/8.01.... Colorado Jason Meyer
o [F] Shutdown duration
Powerware 5130 7... Computer Room ‘Computer Room ... D MErice ot
PXGX UPS + EAT... Server Room build@ I:l e
PW9130 T00WA-T der bevs desk
under bevs [F] Outit aroup
PXGX UPS + EAT... Your Location Your Contact |:|
D Dﬂ :E‘ 25 |w Items per page Displaying Link
€ Unknovm: 3 Lastevent: @ 24/02/2015 - 1:41:07 pm -| [[] Configuration policies list
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Flexible Panels View

To select which panels display in the view:

1.

0N

Supervision

Select a device/applications in the list and Select panels displays in the right side of the window.

Click the bar title to collapse/extend the panel.

You can also show @ or hide '*/ all the views menu or selection view menu.

Select or deselect (check or uncheck) to select which panels you want to add in the selection view (see

Figure 38).

Select panels

Informaticn

4

;7 Status
¥ cutlets

i Mazsures

_'_' Envircnment

[ Graph

[ -5~,fncupti::

i Poweer Source

[V Powered Applications
[¥ Events

[C] Statistics

;7 Power Components

[ other data

[ Save J l

Cancel

)

Figure 38. Panel Selection Dialog Box

o NOTE

Some of the panels are only available for specific node types.
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Information Panel

The following node information displays in this panel (see Figure 39):

« 166.99.xx.yy: DNS name (or IP address) displayed near the “status icon”

« Description: Commercial product name

« Nominal Apparent Power: Device load capacity in VA

« IP address: Device IP address

« Mac address: Device MAC address

« Serial Number: Device serial number (if available)

« Class:. Type of card

Supervision

« Location: Device location (value of syslocation object can also be configured in the Device page)

« Contact: Device contact (value of syscontact object can also be configured in the Device page)

« Link: Link to device Web site (if available)

0 NOTE The information displayed in this panel depends on the node types you are viewing.

Information

@ 192 168 nuyy

Description
Mominagl apparent
power

F address

Mac Address
Saerial namber

Class

Locatah
Contact

Link

Evolution £50

Figure 39. Information Panel
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Status Panel

The following node status displays in this panel (see Figure 40):

« Battery state: Charging, Discharging, Default, Floating, Resting
« Power Source: AC Power, Battery, On utility

« Load level: Output load level of the device

- Battery capacity: Battery capacity of the device

- Battery run time: Device remaining backup time

Supervision

« Master output: Main output status (On, Off, Internal Failure, On Automatic Bypass, Manual ByPass,

Overload)

« Output outlet status: Output outlet status (On, Off) for outlet or load segment

0 NOTE The information displayed in this panel depends on the node capabilities.

Stakus

Battery state

Povaver Source

Load level

Battery capacity

Battery run time

Master output: Master
Lo segment #1; Groupd
Load segmeant #22 Group2

'@' Charging

@ On utiy
Ommm o
RN 100 %
1hiSmins0s
B on

on

On

Figure 40. Status Panel

Outlets Panel

The following outlets status information displays for the selected ePDU in this panel (see Figure 41):

« Contextual information is provided when the mouse is over the outlet.

« When you select an outlet in this panel, the Graph panel displays the information for this outlet.

« You must also select Outlet information in the Graph settings dialog (accessible through the graph settings
button ¥# in the Graph panel).

Cutlets

2:

Ohrtlet 2 test

4:

Factory Group 1 test § Load segment #2

On

Outlet current © 04

Ontlet voltage - 23516 %

Outlet active poweer © 0

Outlet apparent poweer ;0 %A

Consumption since 061014 1-11:44:55 am (15023041 min) : 0 Kb

Figure 41. Outlet Panel
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The outlet state is color-coded in the display (see Table 6).

Table 6. Outlet Color Codes

Supervision

Icon Color Description
&Y Green  Powered (ON)
- Red Not powered (OFF)
- Gray Outlet status unknown

Measures Panel

This panel displays the selected device electrical parameters for single-phase or three-phase devices,
depending on the node capabilities (see Figure 42 and Figure 43).

Measures

Tt

Input Trecuency
Input voltage

Input current
Brypass fregquency
Bypass vollage
Bypass current

Ouptput

Battery cutput voltage
Cutpudt frequency
Cutput voltage

Outpust current

Global apparent power
Global active power

S9Hz
229Y

&0 Hz
231 Y
oA

202 W
B0 Hz
2NN

0 WA
ow

Figure 42. Measures Panel (Single-Phase)

Measures -
— Input
Phase 1 Phase 2 Phase 3
Input current oA 02zA oA
Input voltage 2381V 24148V 24128V
Input active power ow 21w 0w
Input apparent power 0 WA 49 WA 0 WA
Input frequency 489 Hz
— Output
Global apparent power 49°WA
Global active power 20W
— Consumption
Phase 1 - since 06/06/11-7:04:55 pm 0.78 kWh
Phasze 2 - since 06/06/11-7: pm 7.02 kWh
Phase 3 - since 06/06/11-7:05:48 pm 1.41 kWh
Global - since 01/01/00-1:04:03 am 1217 KWh

Figure 43. Measures Panel (Three-Phase)
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Supervision

Environment Panel

This panel displays the selected device sensor information if a device is attached (see Figure 44):

« Temperature: Temperature (in °C or °F)
« Humidity: Humidity level
« Input #1: Status of first contact (open / closed)

- Input #2: Status of second contact (open / closed)

NOTE For more information about the two optional input connections, please refer to the
0 Eaton Environmental Monitoring Probe (EMP) Quick Start Installation Manual.

Erviranment =
Temperature W 2230
Hurmidlity W 152 %
Inpt #1 o Open
Input %2 o Open

Figure 44. Environment Panel
Graph Panel
This panel displays the graph of the main measures of the selected device (see Figure 45):

« The IE! button allows you to zoom in the graph.
« The %# putton allows you to select the data you want to display in the graph.

Graph o -
Db 200901 27 -15:38:20

Irgpid woRage 28V

Load byl IO a4 | |

Battery capacty WD s« 7]

Battery run time 1h 04 min 0T s

D000 f27-15:06:05 o 200901 f27-16:06:05

Figure 45. Graph Panel
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Synoptic Panel

Supervision

This panel displays the selected device synoptic (see Figure 46). A tool tip displays when you move the mouse

over one of the functional block.

Synopkic
online UPS

P—

Master

Dutput measures

Lozt level [T &9 %

Apparent powver 4.43 kWA
Output voltage 230
Outpt current 19 4
Output frequency 43 Hz

Figure 46. Synoptic Panel
The Synoptic color coded icons display

« UPS modules
« Battery modules
« Electrical flows

for the following (see Table 7):

« Electrical power sources at UPS input

« Load at UPS output, with status linked to UPS output status

« Combined flow status and load status

Table 7. Synoptic Panel Icons

Symbol Color

Description

UPS Modules

AC/DC DC/AC Bypass Green

BB

Status OK and Active

AC/DC DC/AC Bypass Red

=

Internal Fault and Inactive

AC/DC DC/AC Bypass Gray

V4 A e

Status OK and Inactive or Unknown

Battery Modules

E Green

Status 0K

ﬁ Orange

Battery charge is less than 50%
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Supervision

Table 7. Synoptic Panel Icons (Continued)

Symbol Color Description
E Red Battery fault or End-of-backup
= Gray Battery status unknown
Electrical Flows
Yellow Current flow through the cable

NOTE The object animation gives the direction of the current flow.

Gray No current flow through the cable

A WARNING

Although there is no current flow through the cable, the cable may be under voltage.

Electrical Power Source at UPS Input

b., Green Source powered. Status OK
E::-,, Gray Source not powered or status unknown
Load at UPS Qutput
b. Green Load powered and protected. Status 0K
E} Red Load not powered
Gray Load status not known

B>

Combined Color Code: Flow and Power Source Status

Green/Yellow Electrical power source is powered and provides electrical flow

Green/Gray Electrical power source is powered and does not provide electrical flow

YY

Combined Color Code: Flow and Load Status

Yellow/Green Load powered and protected

Gray/Red Load not powered

Vv
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Power Source

Supervision

The Power Source panel displays information on the device that powers the selected application running on

the server (see Figure 47).

Power Source -

Mode

Description Evalution S50
Location Bureau
Contact Zeb
Link ®
Loadd segment Maszter outlet

Figure 47. Power Source

Powered Applications

The Powered applications panel displays information for the software applications (shutdown agents on the

servers) that are powered by the selected device (see Figure 48)"

« Status
« Name
« Shutdown diagram
« Shutdown duration

« Qutlet group

Powered applications =
Statu Mame Shutcdowen digs Shutdowen durs Outlet grougp
@ 1essa2s010; [N 2mnoos
Runtima to shutdown: 22 min 20 =

Shutdown duration:
Off time: 15min13 =

Figure 48. Powered Applications

Events Panel

This panel displays the events list of the selected node (see Figure 49). You can sort the events according to

status, date, and message by clicking the column header.

Events || =
Status Date Message
270109155922 Bypass : Return on UPS

|

201091505845 Output on automatic bypass
209195843 The outlet group 2 is on
270103155842 The outlet group 1 is on

20109155840 The UPS output is on

©e000@e0

2T MNA-15:58:32  The UPS output is off

Figure 49. Events Panel
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Statistics Panel

Supervision

This panel displays the statistics of the selected node (see Figure 50). The “# button allows you to select the
time interval for the statistics. You can adjust the time interval by clicking the two buttons with the “From” and

“To" dates.
The statistics computed data is as follows:

« Active Consumption in Kilowatt-hour
« Average Active Power in Watts

« Power Failure Count

« Power Failure Cumulated Duration
« Battery Fault Count

« Internal Failure Count

« Overload Count

« Warning Alarm Count

« Critical Alarm Count

« Output Off Count

« Communication Lost Count

0 NOTE This information depends on device capabilities.

Skatistics - 7 days -
Communication between card and device lost 4
The UPS output is off 4
Metwark communication with device lost 3
Estimated consumpgtion 2754 kA K
Porweer lost count 3
Cumulated poser lost time Gmin 42 =
UPE faul 3
UPS overload 1
0217105 - 12:00:00 ann W 02/23/09 - 11:59:59 pm

Figure 50. Statistics Panel

Power Components

Figure 51 illustrates the Power Components View. This panel displays the components of a redundant UPS

system if the Redundancy feature is activated (see “Redundancy” on page 97).

Power Components

Type  Stat._.| Mame Lo level Bittery capacity Biathery run
@ o 0 o% @EEEE 0% hismas
@ & 777 [ 5% M 100% #0mn2ss

Figure 51. Power Component View (Subview of Power Source View)
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Subviews

Defining Subviews

Supervision

When you need to monitor large configurations, it is helpful to define several subviews and then filter the nodes
or events in these categories. You can select many criteria in order to organize your tree.

To define a subview:

1. Select a view in the Views > Node List, such as Category: “Devices” or Location “HPO Finland” (see
Figure 52).

2. Right-click this selection. The contextual subview menu displays (see Figure 53).

3. Click Create a sub view from ... and follow the instructions.

=i Yiews

=83 Mode List
Eﬂcmegory :
Ecmegory :
3200 5. Susan St, Sand
ELDcatinn :

1 iy

1 roply i

2oz Location
a
-]
a
a
a
a

-~
!

= DD:';'NDdE [ET]
EﬂType =y
@,Type L'POUY
EType :Application'
=) Everts

=& gEwerts List
@ status - ok
@Status: Wiarning'
eStatus: ‘Critical
estatus »'Communication Lost!

% Location :

'Devices'
A pplication’

‘Computer Room'
'HP'C Finland'

s

] Wiewws

*

ooooooomn
FErEiE

o] Events

Location

Location

= uDQNc-de e
k_ﬂT\,fpe - 'L
kﬂType PO

EType s

b % gEvents List
&Status .
@Status : "j
estatus o
ﬁStatus o J:Lj

1 2 2 Node List

SN

kﬁCategory —

QC&tegnry
Location

Create a sub view

Create a sub view from .

Remaove this view

Share this view

Rename this view

Edit filker wiew

Logout "adnin’

Figure 53. Contextual Subview Menu

Figure 52. Views > Node List Example Hierarchy
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Supervision

To filter the nodes in this subview:

1. Select a view in the Views > Node List, such as “Location: Computer Room" (see Figure 52).
2. Right-click this selection. The contextual menu subviews displays (see Figure 53).

3. Click Edit a Filter View. The View Filter Rules dialog box displays (see Figure 54).

4. Click Add rule, then type the Object, Operation and Values.

NOTE With the setup shown in Figure 54, this filtered view allows you to view the devices
o whose location field contains the value “Computer Room.”

¥iew filter rules »

Addrule  Delete rule

7] Ohbiject Operation Walue
[T Categary f Type = L:] Devices (DEV)
¥ "Location " cortsins I Coomputer Room

[ Save ] [ Zancel

Figure 54. View Filter Rules Dialog Box
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Supervision

As the result of creating a subview, the following default information appears in the Applications List View page
(see Figure bb5).

« Type: Application

« Status: Status criticality of the server

« Name: Value configured in the Applications screen (by default this is an IP address or a DNS name)

- Description: Operating system

- Policies: Configuration policies list of the node (contact, location, IP address [Address IP of the nodel)

- Power Source: UPS that powers the Eaton IPP application/computer

« Estimated Run Time to Shutdown: Operating time in the event of a utility supply loss

« Shutdown Duration: Duration needed by the system to carry out its shutdown procedure (in seconds)

« Link: Link to the Web supervision interface of the Eaton IPP or Network Shutdown Module V3 module

NOTE The Eaton IPP or Network Shutdown Module V3 running on other computers in the
o network can be monitored in this view.

E-T-N Intelligent Power® Manager

Views: 2| | Node List
o i Views Tyoe Sans Bl Dasoription Location - Conasct Link
T Mode List =
‘.‘ A o PRGN UPS = EATON 3125 Your Location Your Contact ®
FEne Man | <] FWE30 TOOVAT e (DS dask ®
i B Logs @ 6 PHEX UPS + EATON 9130V Sener Room Dl ®
o B Lt =
- 5] v Powanyars 3130 700 Comprner Rioom (Cormpenar Foom Manager @
i Everis Cabeniar -
3 Management u (] Windows: TS0 .01 Ceodorado Jamon Mpar @
|fimames Semings 3 o Windows NTAE.01.01 (=1 Eugens Morros ®
reooes Upgraoe :
' o 4 ¢ E=non aFDU MA 1P BELE-I0P 2 Bavs Tas: Lag Baariy Sove ®
(2] cormguration Palicies:
4 Samirgs 3 0 SONWERWARE URS Smsament Floor ®
A Dimzoveny g @ Windows NTH.61.01 ®
| Actions | Ewarts
Windicws NT/E.0H.01
7 InfrasTucine Conmecions o] L] Pk NIRRT ®
~ Dime ey Managemen: = | o Winows BTS00 ®
ﬂ.: g @ Wingiowss NTA.01.01 ®
Log
-_1"‘._“ List - sl l.'-_ — NS5 ERE — (F\‘\.
M 4 lrpoetl orr P MW & |25 v Deespe Displaying L
Goe:s (&) waming: 2 B oEzio 1B Unimown: & sewne @ 25022005 - 123000 p - RAINCASPSO0ETES -

Figure 55. Applications List View Page
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Sharing Subviews

Supervision

A customized subview is “attached” to the user that created it. It is private. The customized subview is marked
with a small man next to the icon of the subview (see Figure 56).

Views «| &
3 ) views
55 Node List
552 Subview example
s Power Source
f..';Nclde Map

Views
= — Views
5% Node List
85 subview example
w Power Source
un; MNode Map

«|@

Figure 56. Shared View with Marker (left) and Public View without Marker (right)

If the owner of the subview wants to allow others to use the subview, he needs to share the view.

To share the view:

1. Right-click the view to open the contextual menu and click Share this View (see Figure 57).

Create a sub view

Create a sub view from ...

Share this view

Revert this wigw

Figure 57. Contextual Subview Menu

NOTE
i

Customizing a view cancels the sharing of this view. To allow all the users who were
sharing this file to view it, the owner of the view must share it again.

Device Supervision

The bar at the bottom of the page provides the status of nodes being supervised. Note the following in

Figure 58:

« 14 nodes are OK

« 4 nodes are in Warning status
« 2 nodes are in Critical status

« 0 nodes are in Unknown status

@ok: 14 (@ Warning: # O Critical: 2

€ Urknawin: 0

Last event: @@ 10/17/11 - 3:36:35 pm -

- The load segment #2 is on

Figure 58. Bottom Bar for Device Supervision
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Map View

Supervision

This supervision map allows you to spatially represent your network nodes and uses “drag and drop”
functionality.

0 NOTE Clicking a node icon updates the information for that node on the right-hand panel.

Create a Customized Map View

The customized map view is accessed on the left-side menu using the Views > Node Map selection. The map
is automatically generated. (Icons are automatically placed on the Map and IP address assigned.)

The contextual tool button '#| on the Node Map title bar provides tools to modify the map (see Figure 59):
- Change theme offers three kinds of icons representations (small tower icons, large tower icons, and large
rack icons).

- Manage backgrounds allows you to import a new background image in the supervision tool (png, jpeg, and
gif picture format types are supported). You can select a background already in the supervision tool for the
map or remove the background images.

» Regroup nodes rearranges the icons position on the Map.

« Add a label allows to create a userdefined text and to place it on the Map through drag and drop.

0 NOTE To delete a label, right-click the label and then click Delete.

Change theme
Manage backgrounds

Reqgroup nodes

&dd a label

\.,B‘ Sel access parameters

i\?l Edit assst

Figure 59. Contextual Tools Menu
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Map Examples
This section provides examples of the following maps:

« World Map View
« Country Map View
« Server Room Map View

=3 Views
i3 Node List
I_.,Pmerswrce
4oz i
= 5 Events Logs 5
& gEvens List
| Events Calendar
1= 3 Mamagement
(Jnoces semngs
[ wodes Upgrade
(7] configuration Palicles
= ssmngs
% Auto Disooery
] Actions | Events
& Stutoown
§ INT3stnuciune Conneciorns

Supervision

1]

I

QoK 4 (® Waming: 5 ) Critical: 0 € Unknown: 0

Lastevent: @ 09/12/2014 - 11:18:06 am - 10.222.4,102 -

Figure 60. World Map View
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Figure 61. Country Map View
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Events Logs

List Representation

Select Events > Events List to display the Events List page (see Figure 63). All new alarms are stored in this

Supervision

log. You can sort the alarms according to the Status, Date, Name, and Acknowledge (ACK) fields.
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Figure 63. Events List Page
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Supervision

The following functions are available:

« Acknowledge selected events: Adds a checkbox in the Ack column for selected events.

- Acknowledge all events: Adds a checkbox in the Ack column for all events.

NOTE When an alarm is acknowledged, it is marked with a checkbox but it is still viewable
o in this Event list. The acknowledged alarms disappear in the Power Source > Event
dedicated portal panel.

- Export Logs: Creates a logs.csv file with the following syntax:

"Date", "Node", "Type", "Level", "Object", "Value", "Message",

NOTE The export command may take several seconds before allowing the download in
o order to create the logs file.

« Purge Logs: Deletes all logs (specify a date)
« Select all: Selects all displayed events
« Deselect all: Deselects all selected events

Calendar Representation

Select Events > Events Calendar to display the Events Calendar page. In this matrix representation, each line
is a week and each column is a day in the week. If you select a day or an interval (with the date-picker or using
the shift+click command), the Events and Statistics panels provide all information for this selection and
automatically refresh when new statistics are computed (see Figure 64).
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Figure 64. Event Calendar Page

Eaton Intelligent Power Manager (IPM) User's Guide v1.50 P-164000289—Rev 3 65



Node Events List

The icons in the different views represent the event severity.

@ NORMAL With this event, the UPS device is returning to a normal status.
Normal Event list (UPSs, ePDUs, Applications, or Generic devices):

« Communication with device is restored
« The system is powered by the utility

« The UPS output is on

« Battery OK

« UPS returns to normal load

« UPS OK

» Bypass: Return on UPS

« End of low battery alarm

« The outlet group 1 is on

« The outlet group 2 is on

« Communication failure with environment sensor
« Communication restored with environment sensor
« Humidity is in normal range

« Temperature is in normal range

« Input {x} on

« Input {x} off

« End of warning alarm

« End of critical alarm

« Redundancy restored

« Protection restored

» Reported communication restored

« Automatic bypass is in normal range

« Energy Saving Mode inactive

« Energy Saving Mode active
ePDU Normal Event List (Specific to ePDUs):

« The input current is in normal range

« The input current phase is in normal range
« Breaker group x reset

« The user group current x is in normal range

« End of configuration fault
ePDU Normal Event List (Specific to ePDUs):

« The input frequency is in normal range
« The input temperature is in normal range
« The input voltage is in normal range

« The input {x} is in normal load

Eaton Intelligent Power Manager (IPM) User's Guide v1.50 P-164000289—Rev 3
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Supervision

The section {x} current is in normal range

The section {x} voltage is in normal range

The outlet group {x} current is in normal range
The outlet group {x} is in normal load

The outlet group {x} is on

The phase {x} output load is in normal range
The output frequency is in normal range

The output load is in normal range

The output voltage is in normal range

@ WARNING A problem occurred on the UPS device. Your application is still protected.

Warning Event List (UPSs, ePDUs, Applications, Generic devices):

The system is powered by the UPS battery

Output on automatic bypass

Output on manual bypass

Humidity is below low threshold

Humidity is above high threshold

Temperature is below low threshold

Temperature is above high threshold

Warning Alarm (a generic Warning alarm is active on the device)
Protection lost

Redundancy lost

Shutdown in <time>

Remote Communication Error (remote communication or configuration issue is detected)
Automatic bypass is out of range

9 CRITICAL A serious problem occurred on the UPS device. This problem requires an urgent action. Your
application might NOT BE powered.

Critical Event List (UPSs, ePDUs, Applications, Generic devices):

The UPS output is off

The outlet group 1 is off

The outlet group 2 is off

Battery fault

UPS overload

UPS fault

Low battery alarm

Applications must stop immediately...
System shutdown in progress...

Critical alarm (a generic Critical alarm is active on the device)
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ePDU Critical Event List (Specific to ePDUs):

(& COMMUNICATION LOST Communication is lost.

The input frequency is out of range

The input temperature is above high threshold
The input temperature is below low threshold
The input voltage is above high threshold

The input voltage is below low threshold

The input {x} is overload

The section {x} current is too high

The section {x} current is too low

The section {x} voltage is too high

The section {x} voltage is too low

The outlet group {x} current is too high

The outlet group {x} current is too low

The outlet group {x} is overload

The outlet group {x} is off

The phase {x} output is overload

The output frequency is out of range

The output is overload

The output voltage is above high threshold
The output voltage is below low threshold
Breaker group x has tripped

The user group current x is below low threshold

The user group current x is above high threshold

Configuration fault
The input current is below low threshold

The input current is above high threshold

Communication Lost Event List:

« Communication failure with Device or Application

Reported communication error.

@ DEVICE IS NOT MANAGED Device is not managed

Supervision

- Your device is not managed due to license limitation. Use the Settings > System selection to enter a Silver

or Gold license code.
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Supervision

Launching the Device Web Interface

From the Status panel, you can access the Web page for Eaton cards, including an on-board Web server. Click
the associated Web link for http access (blue icon @) or the https access (yellow icon @).

Figure 65 provides examples of the opening view from different Web interfaces.
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Figure 65. Opening View in Different Interfaces
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Supervision

Node List Export to CSV File

To export data displayed in the Node list, click the button in the top right corner of the Node list and select
Export to CSV file (see Figure 66).

If some nodes are selected in the list, the exported file contains only data for the selected nodes. If no node is
selected, the exported file contains data for all the nodes in the list. Only data from currently displayed columns
are exported.
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Figure 66. Export to CSV File

The function is also available from the Auto Discovery > Export to CSV file menu selection.
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Chapter6 Shutdown

The Eaton Intelligent Power Manager (IPM) provides local computer graceful shutdown when connected to a
UPS through either a Network Management Card, USB port, or RS-232 port.

This shutdown feature can be enabled or disabled from the Settings > System > Modules Settings selection
path.

NOTE 1 Refer to the Eaton Intelligent Power Protector (IPP) User's Guide for a detailed
description of the Shutdown feature.

o NOTE 2 When the Shutdown feature is enabled, the software displays a communication
error until the Power Source is correctly configured as described in the following
section, “Shutdown Configuration”.

Shutdown Configuration

To access the shutdown configuration options and verify that the Shutdown Module is enabled (administrator
access):

1. From the left-side Views panel of the Eaton IPM main interface window, select the Settings > Shutdown
menu item.The Shutdown page displays (see Figure 67).

The following configuration options are provided on the right-side panel of the Shutdown page:
- Edit power source

« Edit shutdown criteria

« Edit advanced shutdown criteria

« Edit UPS configuration

« Test shutdown

« Run battery test
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Shutdown
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Figure 67. Shutdown Page
To configure shutdown, perform the following actions:

1. Click the Edit Power Source button.

2. In the Power source field, select the UPS that powers the computer hosting the Eaton IPM.
3. Select the UPS Load Segment that is powering the server.

4. Type the login and password if necessary (depends on the connectivity).

5

Click Save.

Shutdown Through Hibernate

If the hibernation feature is available with your operating system, there are a number of advantages to using it
(available from Microsoft® Windows® 2000 and later versions). When the computer is shutting down, all system
information (including work in progress) is automatically saved to the disk. The computer is also de-energized.
When mains power returns, all the applications re-open exactly as they were before the computer shut down
and you return to the application work environment.

The Hibernate function must first have been activated in the operating system in the power options on the
Windows control panel Hibernate tab.

NOTE If you select hibernate, but your computer does not have this function, the Eaton
0 IPM will still protect the system by carrying out the normal (default) shutdown
action.
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Power Source View

Shutdown

When the Shutdown feature is configured, select the Views > Power Source menu item to perform the
following (see Figure 68):

« To supervise the information from the UPS that powers the Eaton IPM computer.

« To drag and drop the panels in this window to different locations to personalize your viewing preference.
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Figure 68. Power Source View

Shutdown Sequence

The Eaton IPM can acquire shutdown alarms from the Eaton IPP with the Shutdown Controller enabled.

NOTE
i

Refer to the Eaton Intelligent Power Protector (IPP) User's Guide for more
information about Shutdown sequence and Shutdown Use Case.
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Chapter 7 Advanced Management
This chapter describes Eaton Intelligent Power Manager (IPM) advanced management features.
Nodes Settings

Single Node Configuration Display

The Eaton IPM can display the card and application configuration for other nodes on the network.
To display configurations for other nodes on the network (administrator access):

1. From the left-side Views panel of the Eaton IPM main interface window, select the Management >
Nodes Settings menu item. The Node List page displays.

2. Select one node (card) from the Node List page (see Figure 69).
3. After a few seconds, on the right hand, the Node configuration panel is updated.

4. If you wish to save a standard node configuration (for example to deploy to other similar nodes), use the
Configurations > Export Configuration file to export this configuration to a file.
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Figure 69. Nodes Settings View

Single Card Settings

Eaton IPM can configure a Network Management Card.
To configure a remote Network Management Card (administrator access):

1. From the left-side Views panel of the Eaton IPM main interface window, select the Management >
Nodes Settings.

2. Select one node (one card) from the Node List page (see Figure 69).

3. Click the Node List button ' #/, select Set Login Parameters, and enter the card Login and Password.
The access status changes from Access Denied (oﬁ ) to Access OK (c:"lB ).
After a few seconds, the Node configuration panel is updated.

4. Click on the Edit button «", or load a previously saved configuration.
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Advanced Management

5. In the Network Settings Configuration dialog box, check the parameters you want to change and type the
new values (see Figure 70).
Hetwork Settings Configuration »
Hastname:
1P Adidrass:
Subnet Mask:
Gateway!
Darnain Hamie:
DHCR: Enahled b 7|

Priméary DMS Serwear:
Sacordary DNS sare:
SHTP Server (amal) TRTIEGEvEr 7

SMTF Authenbicabion: v

L)

Figure 70. Network Section

6. Click Apply to apply to the selected node (card).
NOTE The parameters that have different card and configuration values (unsynchronized)
are indicated by the = sign.
7. Select the parameters you want to synchronize (with the checkbox).
8. Click Synchronize.

/\_ IMPORTANT

Some advanced parameter details are not displayed in the Network Settings Configuration dialog
box. For these details, you will need to change the advanced parameters details directly on one
device and then synchronize the configuration from this device to other devices (see Figure 71).
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Figure 71 provides a typical example with PDU Power Schedule configuration. The details of Power Schedule
1to Power Schedule 8 are available from the device Web interface. Checking all Power Schedule “n"” advanced
parameters synchronizes all the advanced parameter details of the category.

+|power Schedule &

Power schedule 1 - name:

Power schedule 1 - advanced parameters:
Power schedule 2 - name:

Power schedule ? - advanced paramete .
Porwver schedule 3 - name:

Power schedule 3 - advanced parameters:
Porwver schedule 4 - name:

Power schedule 4 - advanced parameters:
Porwver schedule 3 - name:

Power schedule 5 - advanced parameters:
Piorver schedule G - name:

Power schedule § - advanced parameters:
Piorver schedule 7 - name:

Power schedule T - advanced parameters:
Posaver schedule 5 - name:

Power schedule § - advanced parameters:

Advanced parameters are not displaved, See device
interface For more details,

Selectall 7]
Power Schedule 1 [

Dosscar Cobhaslala 3

FUWET STIeime

Power Schedule 4

Power Schedule 5

Power Schedule 6

Power Schedule 7

Power Schedule 8

FOEOEOEOEOED

Figure 71. Advanced Parameters Not Displayed

Multiple Card Configurations Synchronization

The Eaton IPM can make changes to multiple Network Management Card configurations simultaneously.

To configure multiple Network Management Cards (administrator access):

1.

From the left-side Views panel of the Eaton IPM main interface window, select the Management >

Nodes Upgrade menu item.

Select the several cards on the Node List page.

Select the Node List button |#!, select Set Login Parameters and enter the card login and password.

The access status changes from: Access Denied (:ﬁ ) to Access OK (

& ).

After a few seconds, the Node configuration panel is updated.

From the combo box, select the configuration that will be the model, or click Edit «

The parameters that have different values on the cards are indicated by the “not equal” = sign.

Select the checkbox associated with the parameters you want to synchronize.

Click Synchronize.
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Advanced Management

Upload Device Firmware

0 NOTE Refer to the Network Management Card'’s release notes to determine the latest

firmware release compatible with the hardware revision.

To upload a device firmware:

1.

w

4
5.
6
7

From the left-side Views panel of the Eaton IPM main interface window, select the Management >
Nodes Upgrade menu item.

Select the cards on the Node List page.

From the Node List button ¥/, select Set Login Parameters and enter the card login and password.
The access status changes from: Access Denied (uﬁ' ) to Access OK (u"ﬁ' ).

From the Firmware > Import Firmware File... list box, the uploading window displays.

Click Browse to select the firmware from a disk accessible from the computer.

Click Import.

Click Firmware > Upload Firmware to nodes. The cards are updated with the selected firmware.

Upgrade Applications

To upgrade the applications (administrator access):

1.

From the left-side Views panel of the Eaton IPM main interface window, select the Management >
Nodes Upgrade menu item.

Select the applications in the Node List.

From the Node List button &/ select Set Node Access Parameters and enter the access login and
password.

The access status changes from: Access Denied (uﬁ ) to Access OK (u"ﬁ' ).

From the Applications upgrade panel, click Update. The status of the applications (with respect to the
version) is updated.
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Chapter 8

Virtualization

The Eaton Intelligent Power Manager (IPM) Infrastructures Connectors module for VMware, Microsoft and
Citrix virtualization requires a network shutdown environment. Enable the Infrastructures Connectors module
to allow functionality related to third party products, including virtualization hypervisors.

NOTE The UPS must be connected through a network interface. Peerto-peer interfaces
0 between IPP and the UPS (USB/RS-232) communication protocols are not
supported for virtualization applications.

To enable the Infrastructures Connectors module for virtualization (administrator access):

1. From the left-side Views panel of the Eaton IPM main interface window, select the Settings > System
menu item. The System page displays (see Figure 73).

2. Click Edit modules settings in the right panel. The Edit modules settings dialog box displays (see

Figure 72).
3. Ensure that the Infrastructure Connectors checkbox is selected (checked).
Click Save.
& -1 %
E-T-N Intelligent Power® Manager
Wiews wl@ Infrastrschere Commeschirs
= Wiews: Hostname of 1P agdress - Plugin Sz Conmestion Siate Prrocuct
3 oo Ltst
- Fover Source = Product: NetApp Storage (1 Trem)
8 Mg Map /] RNetADD Sorage
23 Bt Logs = Product: New VMware ESX/ ESIG through vCenter (8 Ttems) Aes
== Everts List
e (] K Whiware ESXESH B =
& Evers Calencar I upgrase coPrRcr
= Manzgemet ] Kew Whiware ESXESK] fio
(8 roooes semngs o Mo WIWERE ESIESN] B
(i woses upgrae ] New Viware ESXESHI o
Nl = O e e VWare ESXESKI fra
s
i w0 Doy R WWETe ESNESH T
] Actions | Evertis ] New Wibware ESXESX] B
sz 0 New Whiware ESXESK] i
§ IFfrastnucine Conneciars
[x] e Wikiarne ESXESH T
A Cafia Cemier Wanagement
@ smem (= Prosduct: Mew VMwane vCenter (2 Thems)
| Log [ v] Wew Vhhware vCanier
S Lser List :
o [v] Wew Vhware vCenier
@ ox 10 () Waming: 0 ) Critical: 0 £ Uninawn: 4 Lims? el 14/10/2013 - 12:51:25 - 10.130.32.114 - The input wollage i in normal range

Figure 72. System Settings Page
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Site Recowery Manager®
'_: Data Center Management
[¥] User drivers
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I Save ” Cancel ]

Figure 73. Enable Infrastructure Connectors Setting for Virtualization

Virtualization

When a user tries to add a connector by Settings > Infrastructure Connectors > Add a connector, the
sequence of screens show options available, depending of the JRE prerequisite (see Figure 74). The
unselectable options are italic and grayed-out.

« If a JRE is installed on the system hosting Eaton IPM, VMware connectors are available (see “JRE

Prerequisites” on page 6).

Add a connector

Product:

MNote: Plezse refer to the ¢ Virualizaton
informations about disable T ——————

E Vhewsre ESIESK
3 Microsoft SCVMM

Citrizz X¥enCenter

Citrie ¥=nSarver

Storage

MetApp Storage

Server

Cisco UCS Manager

m

Figure 74. Selectable and Non-selectable Connectors
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Eaton Solutions for VMware

Standalone Hypervisor and Local Solution

The standalone hypervisor and local solution requires you to have installed Eaton Intelligent Power Protector
(IPP) and VMware vSphere Management Assistant (vMA). The architecture for this solution is illustrated in
Figure 76.

0 NOTE For more information, refer to the Eaton Intelligent Power Protector (IPP) User’s
Guide.

‘VM.‘VM ‘VM ‘VM
I !

VMware ESX

IPP

Figure 75. Eaton IPP Running on ESX Server

‘VM‘VM‘VM-VM

.

VMware ESXi

Figure 76. Eaton IPP Running on vMA
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Multiple Hypervisor and Remote Solution

For multiple VMware hosts, it is possible to manage shutdown through IPM by either using or not using a
vCenter plug-in. This solution is effective for large infrastructures working through the vCenter server and
provides the following features:

« Remote graceful shutdown of multiple ESX/ESXi servers and hosted virtual machines (VMs)

« ESX/ESXi remote maintenance using VMware vMotion)

« Eaton IPM plug-in created in vCenter

« UPS events accessible through vCenter

These two solution architectures are illustrated in Figure 77 and Figure 78.

'VMware vCenter Server Intelligent Power Manager

VM VM VM | VM

VMware vSphere VMware vSphere

Figure 77. Eaton IPM Connected to vCenter to Protect VMware Infrastructure

'U‘M M 'o'M VM | VM 'U‘M VM

VMware vSphere VMware vSphere VMware vSphere

Intelligent Power Manager

Figure 78. Eaton IPM Connected to ESX/ESXi to Protect VMware Infrastructure (Without vCenter)
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Prerequisites

The Infrastructure Connectors module for virtualization requires the following prerequisites:

« VMware vCenter and VMware vSphere Client must be installed.

o NOTE vCenter and Eaton IPM could be installed on the same system.

« To provide the virtual machine (VM) graceful shutdown, you must install VMware tools on each VM.

« You have knowledge and experience with Eaton IPM software and the VMware infrastructure.

0 NOTE Since IPM version 1.25, vSphere SDK for Perl is no longer required.

In this solution, ESX and ESXi hosts are not controlled by vCenter (paid version only), which provides following
features:

« Eaton IPP application is installed on VMware Infrastructure Management Agent (VIMA)/VMA for each host
« Eaton IPP configurations and actions can be managed centrally from the Eaton IPM client

« Some command line programming is required

« Remote graceful shutdown of multiple ESX/ESXi servers and hosted VMs

Adding Infrastructure Connectors

To add Infrastructure Connectors (see Figure 79):

1. If you have not already enabled the Infrastructures Connectors module, use the Edit modules settings
dialog in the Settings > System menu. The Infrastructure Connectors menu entry displays as a selection
in the Settings menu.

2. Click Infrastructure Connectors.

3. Click Add a connector on the right-side panel. The Add a connector dialog displays.

0 NOTE To edit or remove connectors, you must first select a line in the center panel.
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Figure 79. Infrastructure Connectors Page

Adding a vCenter Server Manager

To add a new VMware vCenter:

1. From the Add a Connector dialog, select VMware vCenter from the Product drop-down list (see
Figure 80). A second Add a connector dialog displays for your product connector selection.

Add a connector

Product:

Mote: Plesse refer to the ¢
informations zbout diszble

Save

Witware wCenter

=1
Virtualization -
Viware ESX/ESK

Microsoft SCVMM

Citrx XenCeanter

m

Citrix XenServer
Storage
Mat&pp Storage

Server

Cisco UGS Managsr -

Figure 80. Add a Connector Product Selection Dialog

2. Add identification information for the selected connector (see Figure 81).

« Product: Select VMware vCenter from the drop-down list

« Hostname or IP address: Type VMware vCenter Host name or IP address

« Port: Type the port number

« Username: Type VMware vCenter Administrator Username

« Password: Type VMware vCenter Administrator Password

« vCenter Plugin: Select (check) the checkbox to install and configure the Eaton IPM Plug-in to vCenter
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NOTE
i

See"”Configuring the Eaton IPM vCenter Plug-in and WebPlug-in” on page 121
when using this feature.

3. Click Save after the fields are updated. The VMware ESXi hosts are automatically added to the managed

nodes.

A & etrirveschir

Product:

Hostname or IF
sddress:

Port:
Username:
Passworg:
vCanter Plugin:

Mew VMware vCente >

*

Figure 81. Add VM

ware vCenter

NOTE

0 NOTE 2

1

INSTALL DIRECTORYRNconfigs\vmconfig.js).

The encrypted password is stored in the following configuration file ({Eaton IPM

When configuring the Login Username and Password, Eaton recommends using
the Eaton IPM Web interface through https. Using http is also possible but the

password is sent to the local or remote server in clear. The encrypted password is
stored in the configuration file <IPM-Install-Dir>/configs/infraconfig.js

Adding a VMware ESX/ESXi Hypervisor List

In the case where you do not have a vCenter server manager, add VMware ESX/ESXi hosts individually.

To add a VMware ESX/ESXi hypervisor list:

1. From the Add a Connector dialog, select New VMware ESX/ESXi from the Virtualization drop-down list. A
second Add a connector dialog displays for your product connector selection.

2. Add identification information for the selected connector (see Figure 82)

« Product: VMware ESX/ESXi is already selected in the drop-down list.

« Hostname or IP address: Type VMware ESX/ESXi Hostname or IP address

« Username: Type VMware ESX/ESXi Administrator Username for the Administrator with admin rights on

the ESXi

« Password: Type VMware ESX/ESXi Administrator Password

3. Click Save after the fields are updated.
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Add a connector X
Product: VMware ESX/ESXi (legacy API) | v
Hostname or IP vesxi0l.|
address:

Username: root
Password: sEessEERREE
[ Save ] [ Cancel ]

Figure 82. Add VMware ESX/ESXi

VM and vApps

Once you have connected IPM with a VMware vCenter or ESX/ESXi hypervisor, the VM and virtual applications
managed by the VMware server are automatically discovered by IPM and added as new nodes.

If you click a VM node, you can see its power state and the ESX/ESXi which hosts it.

Changes on VM/vApp power state are logged in the “event popup window.” With the "Advanced Event &
Actions,” you can trigger specific actions when such a change occurs.

See "VMware & VM Migrate on EMP" in Appendix A. VM and vApps are displayed only with a SILVER/GOLD
license.

VMware Site Recovery Manager

IPM is now fully integrated with VMware vCenter and VMware Site Recovery Manager. This integration
provides the following benefits:

« Starts recovery process on several different events: [PM initiates the execution of recovery plan upon
several different events.

« Less down time for end users: VMs will be down only for the amount of time required to transfer the latest
shapshot and will restart once transfer is complete. The unprotected VMs will continue to run on the
primary site.

« Customization for end users: You can customize the script included in the package as needed. For
example, you may want to customize the SRM with IPM for low battery and protection loss features. You
can trigger your customized SRM action when your customized event is triggered.

- Unattended execution of recovery plan before server crash: SRM with IPM provides recovery, even
before the entire site crashes. When the SRM feature is used, the backup will be ready even before the
crash, which keeps the site continually secured.

« See “Site Recovery Manager (SRM) with EMP" on page 170.

VMware Load Shedding Capabilities

During utility failure, load shedding can reduce the effective runtime of highly critical devices because battery
capacity is limited.IPM is now fully integrated with VWmare vCenter, it manages ESXi, VM and vApps of a
vCenter as “application nodes.” You can trigger power actions (shutdown, startup) on each of these nodes
when a power alarm is triggered. You can move VMSs from a ESXi to another one on a shutdown alarm.

See "VMware & VM Load Shedding” on page 168.
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Eaton Solutions for Microsoft

For Microsoft, Eaton IPM provides two solution architectures that are illustrated in Figure 83 and Figure 84.
These solutions require Eaton IPP Windows. Refer to the Eaton Intelligent Power Protector (IPP) User's Guide

for more information.

Standalone Hypervisor and Local Solution
The standalone hypervisor and local solution architecture for Microsoft is illustrated in Figure 83.

VM VM VM VM
! ; |

Figure 83. Eaton IPP Running on Hyper-V to Protect Hyper-V

Multiple Hypervisor and Remote Solution

For multiple hypervisor hosts, it is possible to manage shutdown through IPM by using System Center Virtual
Machine Manager (SCVMM,). This solution is ideal for large infrastructures working through an SCVMM server

(see Figure 84).
This solution provides following feature:

« HyperV/HyperV server remote maintenance to trigger VM live migration.

0 NOTE For more information, refer to the Eaton Intelligent Power Protector (IPP) User's
Guide.
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L Intelligent Power Manager

VM VM VM VM VM VM VM VM | VM VM VM VM

Figure 84. Eaton IPM Connected to SCVMM to Protect Microsoft Virtual Infrastructure

Prerequisites

The virtualization module requires the following prerequisites:

« The Powershell Snap-in for Microsoft SCVMM. Either install the VMM console on the machine hosting
Eaton IPM, or install Eaton IPM on the machine hosting SCVMM.

« The server hosting Eaton IPM must be on the same Windows Domain as the SCVMM Server.

« The server hosting Eaton IPM must enable the execution of third party scripts on the local machine
(minimum access “Remote Signed,” for example, Set-ExecutionPolicy RemoteSigned).

Figure 85 illustrates the parameters that display for an example configuration. To save settings, click Save when
the fields are updated.

NOTE When configuring the Login Username and Password, we recommend using the
Eaton IPM Web interface through https. Using http is also possible, but the
O password is sent to the local or remote server in clear. In both cases, the encrypted
password is stored in Eaton IPM and never again sent on the Client side.

icy Change
licy helps
- ion policy
wtion_Policie

[N]1 Mo [£] Suspend [?] Help <(default is "“¥">:
indows“syste > get—ExecutionPolicy -L

Scope

ePolic
»Pol

PS C:osWindows ystend2>

Figure 85. Windows PowerShell - Virtual Machine Manager
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Adding an SCVMM Manager
To add a new Microsoft SCVMM (see Figure 86):

1. From the Add a Connector dialog, select Microsoft SCVMM from the Virtualization drop-down list. A
second Add a connector dialog displays for your product connector selection.

2. Add identification information for the selected connector (see Figure 82):

« Product: Microsoft SCVMM (already selected in the drop-down list)

« Hostname or IP address: Type Microsoft SCVMM Hostname or IP address
3. Click Save after the fields are updated.

Add a connector ¥

Product: Microsoft SCYMM v

Hostname or IP
address:

[ Save I[ Cancel I
Figure 86. Add Microsoft SCVMM

Eaton Solutions for Citrix

For Citrix, Eaton IPM provides two solution architectures that are illustrated in Figure 87 and Figure 88. These
solutions require Eaton IPP Linux. Refer to the Eaton Intelligent Power Protector (IPP) User’s Guide for more

information.

Standalone Hypervisor and Local Solution
The standalone hypervisor and local solution architecture for Citrix is illustrated in Figure 87.

VM VM VM VM

Citrix XenServer

IPP

Figure 87. Eaton IPP Running on Citrix XenServer
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Multiple Hypervisor and Remote Solution

For multiple hypervisor hosts, it is possible to manage shutdown through IPM by using System Center Virtual
Machine Manager (SCVMM). This solution is ideal for large infrastructures working through XenCenter.

This solution is integrated into Eaton IPM and provides the following features:

« XenServer remote maintenance to trigger VM XenMotion

« XenServer remote shutdown

v M VM | VM

M (VM VMV VM VM VM VM || VM | VM
Citrix XenServer Citrix XenServer
IPP IPP IPP

Intelligent Power Manager

Figure 88. Eaton IPM Connected to XenServers (Triggers XenMotion and Eaton IPP Running on XenServer Infrastructure)
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Figure 89 describes the recommended approach to protect your Citrix infrastructure. The latest Citrix
infrastructure connector allows you to define configuration policies and use them in advanced events and
actions schemes to address all your needs for business continuity. You can now install IPP on one IPM instead

of installing it on each server.

V M

v

M | Vi VM |V M
Citrix XenServer Citrix XenServer Citrix XenServer

Intelligent Power Manager

VM VM (VM (VM VM VM | VM

Figure 89. Eaton IPM Connected To XenServer to protect the XenServers

Prerequisites

The virtualization module requires the following prerequisites:

« XenCenter must be installed to manage the XenServers.

« To provide the VM graceful shutdown, you must install Xen tools on each VM.

Adding a Citrix XenServer Hypervisor List

To add a new Citrix XenServer List:

1. From the Add a Connector dialog, select Citrix XenServer from the Virtualization drop-down list. A second
Add a connector dialog displays for your product connector selection.

2. Add identification information for the selected connector (see Figure 90):

« Product: Citrix XenServer is already selected in the drop-down list

« Hostname or IP address: Type Citrix XenServer Hostname or IP address

« Username: Type Citrix XenServer Administrator Username

« Password: Type Citrix XenServer Administrator Password

3. Click Save after the fields are updated.
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Add a connector *
Product: Citrix XenServer w
Hostname or IP
address:

Username: root
Password: seanasenses

| Save H Cancel

Figure 90. Add Citrix XenServer

Adding a XenCenter

Because Citrix XenCenter is a Client and not a Manager, you can install a plug-in on the system where
XenCenter is installed (see Figure 91). This plug-in allows you to use Eaton IPM in XenCenter.

To add a new XenCenter:

1. From the Add a Connector dialog, select Citrix XenCenter from the Virtualization drop-down list. A second
Add a connector dialog displays for your product connector selection.

1. Add identification information for the selected connector (see Figure 90):
« Product: Citrix XenCenter is already selected in the drop-down list
« XenCenter Plugin: Select the checkbox to use Eaton IPM in XenCenter

2. Click Save after the fields are updated.

Add a connector X

Product: Citrix XenCenter b

XenCenter Plugin:

[ Save H Cancel

Figure 91. Add Citrix XenCenter

Eaton Solution for Red Hat

For Red Hat®, the Eaton IPM provides the solution architecture illustrated in Figure 92. This solution requires
Eaton IPP Windows.

This solution provides the following feature:

« Provides graceful shutdown for KVM with Eaton IPP installed on each KVM system

0 NOTE For more information, refer to the Eaton Intelligent Power Protector (IPP) User's
Guide.
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ivm

‘ VM VM VM

Figure 92. Standalone Hypervisor and Local Solution

o NOTE For more information, refer to the Eaton Intelligent Power Protector (IPP) User's
Guide.

Eaton Solutions for OpenSource Xen

For OpenSource Xen, the Eaton IPM provides a solution architecture that is illustrated in Figure 93. This solution
requires Eaton IPP Windows. Refer to the Eaton Intelligent Power Protector (IPP) User’s Guide for more
information.

Standalone Hypervisor and Local Solution

For standalone hypervisor hosts, it is possible to manage shutdown through IPP installed on each Xen system.
This solution is ideal for large infrastructures working through XenCenter.

This solution provides the following feature:

« Provides graceful shutdown for Xen with Eaton IPP installed on each Xen system

0 NOTE For more information, refer to the Eaton Intelligent Power Protector (IPP) User's
Guide.
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VM VM VM VM

IPP

Figure 93. Hypervisor and Local Solution

Configuring Hypervisors

Descriptions of two methods for configuring hypervisors follow (see “Adding Infrastructure Connectors” on
page 82).

« If you previously “Added a Manager"” in Eaton IPM:

After you have entered the correct information for the Manager, the Eaton IPM connects to the Manager
(vCenter or SCVMM).

Eaton IPM automatically retrieves the VMHost information and creates new nodes in Eaton IPM for each
VMhost.

Eaton IPM automatically creates two different types of nodes (you can see the new node in the Node
List).

The next step is to configure Maintenance and Shutdown (see “Configuring Maintenance and Shutdown”
on page 93).

« If you previously “"Added a Hypervisor List” in Eaton IPM:

After you have added a new hypervisor list, Eaton IPM creates new nodes and waits for credentials.
The next step is to configure the node credentials through the Infrastructure Connector.
After you have entered the correct information, IPM retrieves the hypervisor information.

Eaton IPM automatically creates two different types of nodes (you can see the new node in the Node
List).

The next step is to configure Maintenance and Shutdown (see “Configuring Maintenance and Shutdown”
on page 93).

Configuring Maintenance and Shutdown

After you enter the correct credential information for your Managers and hypervisors, you need to configure the
Maintenance and Shutdown sequences according to the availability needs of your IT infrastructure when power
fails. There are two types of VMHost nodes:
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« No Eaton IPP on VMHost
« Eaton IPP Running on the VMHost

Virtualization

To configure protection of VMware infrastructures, see “Shutdown Configuration” on page 71.

No Eaton IPP on VM Host

If no Eaton IPP is installed on the server that is hosting the hypervisor (VM Host), the Shutdown is performed
remotely by IPM. This shutdown configuration is used only with Citrix XenServer.

To configure the node and add a Power Source in the Shutdown Settings dialog:

1. From the Management > Nodes Settings menu item, click the host in the Nodes list (see “Nodes
Settings” on page 74).

2. In the Shutdown Settings panel on the right side of the page, select the applicable checkboxes to
configure the required parameters (see Figure 94 and Table 8).

NOTE

o

The shutdown settings that display vary depending on the node you select. In this
example, the node functionalities include remote maintenance mode and remote

shutdown.

Maintenance Timer:
Femote Shutdown:

Povver source:
Load segment:

Remote Maintenance:

+ | Shutdown Settings &

Femdte Shutdown of the Yirual Machines:

Waster - Shutdown duration:
Master - Shutdown after valle:

Select all
Maintenance Disabled

-1 second{s}
Shutdown Disabled
DisalMed

Master output
120 second{s}

OoooooooO

-1 secondis)

Figure 94. Example Shutdown Settings - Before Configuration

Table 8. Shutdown Settings for VMhost without Eaton IPP

Parameter

Values

Description

Remote Maintenance

Enabled or Disabled

When enabled, the Eaton IPM client sets the host to “Maintenance Mode.”
Depending on your host/cluster configuration, this can trigger vMotion/live migration
to another host. This event is triggered at the time set in the “Maintenance Timer”
parameter.

Maintenance Timer

User to type a value

This represents the time elapsed “on battery state” before the Eaton IPM script
changes the state of the host to maintenance mode. The “-1 second(s)” value means
that timer is disabled.

Remote Shutdown Enabled or Disabled When enabled, this setting allows Eaton IPM to gracefully shutdown this server in
case of “UPS on battery state” and runtime threshold criteria reached.

Remote Shutdown of Enabled or Disabled When enabled, this allows the Eaton IPM to shut down the VMs.

the Virtual Machines

Power Source IP address of UPS This parameter identifies the UPS powering this server. This node must already exist

in Eaton IPM.

NOTE Runtime thresholds that display vary depending on the node you select.
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Virtualization

Table 8. Shutdown Settings for VMhost without Eaton IPP (Continued)

Parameter

Values Description

Load Segment

Master

This parameter identifies the UPS load segment powering the server.

Master - Shutdown

User to type a value

This runtime threshold defines the time needed for graceful host shutdown.

Duration

Master - Shutdown User to type a value This runtime threshold defines the time elapsed “on battery state” before graceful
After Value Shutdown. This timer must be greater than the maintenance timer.

NOTE Runtime thresholds that display vary depending on the node you select.

Figure 95 illustrates an example of the Shutdown Settings Dialog after configuration.

+ | Shutdown Settings &

Selact all
Maintenance Enaliled
10 second(s)
Shutdown Enalxled
166.99.250.26

Master outpart

120 second(s)

60 gecond(s)

Ramate Mantenance:
esirtenance Timer:

Remate Shutdown:

Powvar source:

Lozd segment:

hézster - Shutdonwm duration:
ldaster - Shutdown after value

() e e

O

Figure 95. Example Shutdown Settings - After Configuration

NOTE Maintenance and shutdown information:

« See "Nodes Settings” on page 74 to use the configuration interface.

o

« The Remote Shutdown functionality is reserved for Citrix XenServer nodes.

(Microsoft HyperV benefits from local IPP shutdown).

« The Maintenance Timer must be less than the Shutdown after value.

Eaton IPP Running on the VMHost

If Eaton IPP is installed on the server that is hosting the hypervisor (VM Host), Eaton IPP performs the
shutdown. All the parameters are retrieved from Eaton IPP. Configure the Eaton IPP from Eaton IPM in the
Node configuration panel. See “Nodes Settings” on page 74 to use the configuration interface.

To configure the node:

1.

From the Management > Nodes Settings menu item, click the host in the Nodes list (see “Nodes

Settings” on page 74).

In the Shutdown Settings panel on the right side of the page, select the applicable checkboxes to
configure the required parameters (see Figure 96 and Table 9).

NOTE

o

locally.

The shutdown settings that display vary depending on the node you select. In this
example, the node contains both remote maintenance mode feature parameters
and Eaton IPP shutdown parameters because the Eaton IPP performs the shutdown

Eaton Intelligent Power Manager (IPM) User's Guide v1.50 P-164000289—Rev 3 95



Virtualization

« | shutdown Settings

Femate Mairtenance:
Mairtenance Timer:

Powver source:

Load segment:

[MMC access) Login:

[MMC access) Pazsword:
Master - Shutcown durstion:
Maszter - Shutdown after value:
Powver source shutoff:

Maintenance DisalMed

Togale all

-1 second{s)
166.99.250.26
Master output
unknown
unknown

120 secondis)
-1 second{s)
Enabled

5 o e

Figure 96. Shutdown Settings for VM Host with Eaton IPP

Table 9. Shutdown Settings with Eaton IPP on VM Host

Parameters Values

Description

Remote Maintenance Enabled or Disabled

When enabled, it allows the server management tool to move the VMs from this
server to another server in case of “UPS on battery state” and Maintenance Timer
elapsed.

Maintenance Timer Type a value

This represents the time elapsed “on battery state” before the Eaton IPM script
changes the state of the host to maintenance mode. The “-1 second(s)” value means
that the timer is disabled. See “Configuring Maintenance Mode and vMotion with
vCenter” on page 126 for more information.

Power Source IP address of UPS

This parameter identifies the UPS powering this server. This node must already exist
in Eaton IPM.

Load Segment Master
Load Segment 1
Load Segment 2

This parameter identifies the UPS load segment powering the server.

(NMC access) Login/ Type a value
Password

The Network Management Card Login/Password that allows IPP software to control
NMC shutdown sequence.

Master - Shutdown Type a value This runtime threshold defines the time needed for graceful host shutdown.

Duration

Master - Shutdown Type a value This runtime threshold defines the time elapsed “on battery state” before graceful
After Value Shutdown. This timer must be greater than the maintenance timer.

Power Source shutoff Enabled or Disabled Typically Disabled. Enabled is used only for server connected with UPS though RS-232

or USB connection. Virtualization behavior requires Ethernet connectivity (NMC card).

NOTE Shutdown settings that display vary depending on the node you select.

/\_ IMPORTANT

If you install an Eaton IPP on the VM Host after the Eaton IPM node has been created, first delete
the node in Eaton IPM. Then, rediscover the node with the “Address Scan” in the Auto Discovery
panel. The Eaton IPM creates the correct node type and retrieves both the VM Host information

and the Eaton IPP information.
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Chapter9 Redundancy

This chapter describes the Eaton Intelligent Power Manager (IPM) redundancy features.

The Eaton IPM can supervise composite devices. Composite devices are virtual nodes composed of two or
more UPSs mounted with specific redundancy topologies and a dedicated redundancy level.

NOTE Specific redundance topologies include Redundant supplies, Hot standby, Static
0 transfer switch (STS) for two components, and Parallel for two or more
components.

Enabling Redundancy

This Redundancy feature is enabled from Settings > System > Modules Settings (see Figure 97). After the
feature is enabled, the Eaton IPM performs the following:
« Supervise composite devices (if the Redundancy feature is activated)

« Shut down the Eaton IPM computer when a composite device is set as the power source and if the
shutdown feature is also activated.

NOTE You can also shut down a remote server linked to the composite device through the
o infrastructure connector feature.

Edit modules settings *
¥ Management
7| shutdawn
7| Infrastructurs Connectors
Site Recovery ManagerE
|¥| Data Center Management
#| User drivers

| Redundancy

[ Save ” Cancel ]

Figure 97. Edit Modules Settings Dialog
Electrical Redundancy Schemas
Figure 98 to Figure 101 illustrate the electrical redundancy topologies.

- Redundant supplies (such as dual feeds or triple feeds): Figure 98 illustrates a scenario when two UPSs
provide power on one or several multiple-feed servers.

UpPs 1 Serverl

P 2 Server 2

Figure 98. Redundant Supplies
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Redundancy

« Hot standby mode: \When the upstream UPS powers the load, the downstream UPS is on bypass (see

Figure 99).

UpPs 2

UPS 1

Figure 99. Hot Standby

« Static transfer switch for two components: For STS mode, there are several cases with single STS or

multiple STSs (see Figure 100).

UPS 1

UPS 2

UPS 1

UPS 2

STS

STS1

STS 2

Figure 100. Static Transfer Switch

« Parallel for two or more components: All the UPSs power the load at the same time (see Figure 101).

UPS 1

UPSs 2

UPS 3

UPS 4

Figure 101. Parallel Redundancy Schema
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Configuring Redundancy

To configure redund

ancy:

Redundancy

1. From Start > Programs > Eaton > Intelligent Power Manager, select Open Eaton Intelligent Power
Manager to start the main Eaton IPM graphical interface. Login with an administrator user profile.
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Select the Settings > Auto Discovery menu item.

From the Nodes List page, select two or more nodes.
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Click Set composite device in the right panel (see Figure 102).
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Figure 102. Selecting Set Composite Device for Nodes

5.

« Device Name: Name of the composite device

In the dialog box, specify a device name, redundancy mode, and level (see Figure 103):

« Redundancy Mode: Parallel, Redundant Supplies, Hot Standby, or Static Transfer Switch

« Redundancy Level: Minimal number of redundant UPSs powering your system (default value is 0)

NOTE
i ]

If you set this parameter to a higher level, you will receive the “Redundancy Lost”

alarm.

| St dusrgeandte devacr

& Capce rure oy _rachurclard_Svtem|
& Eechraarcy mods Bl Sagge
@ Bechrcancy level
7
@ ' sen ][ coen

Figure 103. Set Composite Device Dialog Box
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Redundancy

When the new node is created, it displays in the Node list.
Three actions you can perform on the new node are as follows (see Figure 102):

1. To select the new node as the power source:
a. Select the new node in the discovery view.

b. Click Set as power source in the right panel.

NOTE When created, a new virtual power source is counted as a node for the licensing
0 node limitation.

2. To Edit composite device properties.

a. Select the new node in the discovery view
b. Click Set composite device in the right panel.

3. To retrieve properties of an existing composite device:
a. Select components of a composite device.

b. Click Set composite device in the right panel. The properties of the existing composite device
display.

NOTE No new composite device is created by this action, so no composite device
0 duplication is possible.

Redundancy Views

Selection View in Node List

When a composite device is selected in the node list, the Selection view panel provides the selection panels
you check in the Select panels dialog (see Figure 104).

Select panek %

¥] Information
[#] Status
7| Outlets
[#] Mazsures

| Environment

Graph

| Synoptic
[#] Power Source
7| Powered Applications
[#] Events

| Statistics
[#] Power Compaonents

| Otther data

Figure 104. Select Panels for Selection View
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Composite Device in Power Source View

Redundancy

When redundancy and shutdown modules are activated, a composite device can be selected as power source.
From the Views > Power Source menu selection, the Power Source page displays. Four panels display with
specific data for the device, including Information, Status, Events, and Power Components (see Figure 105).
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Figure 105. Composite Device Power Source View

Power Components Subview

When redundancy and shutdown modules are activated, a new power component view is also available as a
subview of the Power Source view. From the Views > Power Source > Power Components menu selection,
the Power Components display in the Node List. The Selection view display properties of the power

component selected in the Node List (see Figure 106).

device.

NOTE
i ]

This view shows only components of the selected power source if it is a composite

Pagl ol %% B paw page Digdareg 1+ 298 1

Figure 106. Power Components Subview
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Redundancy Use Cases

Redundancy

This section describes several typical use cases to help you properly configure the redundant shutdown

sequence according to yo

Use Case #1

ur needs.

You want to have the longest backup time with the redundant configuration. To do so, use the default IPM

configuration.

« The IPM default configuration is available from Settings > Shutdown > Edit Shutdown Configuration

(see Figure 107).

« For Network-MS (example, 66102/103006826) and Modbus-MS (example, 66103), the default configuration
for the Network Management Card shutdown configuration is available from UPS > Shutdown Parameters

(see Figure 108).

« For ConnectUPS-BD or ConnectUPS-X network cards, the Network Management Card default shutdown
configuration is available from Configuration > UPS Shutdown and Restart Settings (see Figure 109).

Edit shutdown configuration
Shutdown
Shutdowen timer (second(s)):
Shutdowen duration (second(s)):

Shutdowen type:

MNone
120

Hibernate

*

Shutdowen script:

[ Save ] [ Caneel I

Figure 107. Edit Shutdown Configuration Dialog Box
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Figure 109. UPS Shutdown and Restart Settings
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Use Case #2

You want to have a shutdown after a predefined time of 10 min. The shutdown must occur, even if only one
UPS is on battery.

« The IPM default configuration is available from Settings > Shutdown > Edit Shutdown Configuration
(see Figure 110).

« In this case, each server can have its own shutdown timer (10 min, 8 min, 6 min, and so forth). To set a

predefined time of 10 min, configure the shutdown timer for 10 min in the Edit Shutdown Configuration
dialog box.

NOTE This is the default configuration on the Network Management Card (see “Use
0 Case #1"” on page 102).

Edit shutdown configuration 2%
Shutdown
Shutdown timer (second(s)): 600
Shutdown duration (secondis)): 120
Shutdown type: Hibernate R

Shutdown script:

[ Save ] [ Caneel ]

Figure 110. Edit Shutdown Configuration Dialog Box
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Use Case #3

You want to start shutdown 10 min from the last detected Ultility failure event. For this case, there are two
UPSs, and one UPS is redundant. In addition, all servers are shut down at the same time.

« The Network Management Card Shutdown default configuration is available from
UPS > Shutdown Parameters (see Figure 111).

« For ConnectUPS-BD or ConnectUPS-X network cards, the NMC default shutdown configuration is available
from Configuration > UPS Shutdown and Restart Settings (see Figure 109)

« To configure this shutdown, you must set a shutdown timer of 10 min for all Network Management Cards.
In this case, the last UPS sends the shutdown order after 10 min if it runs on battery. If the last UPS never
runs on battery, the first UPS shuts down at the end of autonomy and the last UPS takes the load if it has
the capacity. Otherwise, the shutdown occurs sooner.
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Figure 111. Network Management Card Shutdown Parameters
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Use Case #4
You want to have a shutdown when 10 min remain for the last UPS. In this case, each server can have an
individual shutdown duration, such as 10 min, 8 min, 3 min, and so forth.

« The IPM default configuration is available from Settings > Shutdown > Edit Shutdown Configuration
(see Figure 113).

« You must configure a shutdown duration of 10 min in the Eaton IPM.

0 NOTE This is the default configuration on the Network Management Card (refer to “Use
Case #3").

Edit shutdown configuration *®
Shutdown
Shutdown timer {secondis)): Moneg
(Shutdown duration (second(s)): 600 j
Shutdown type: Hibernate 7

Shutdown script:

[ Save ” Cancel ]

Figure 113. Edit Shutdown Configuration Dialog Box
« You must use the default Network Card Configuration. See “Use Case #1" on page 102 for more details.

Redundancy Advanced Behavior Example

The following example uses a configuration with four UPSs. Each UPS is 20 kW. For this parallel topology, the
load can vary between 0 and 80 kW.

UPS 1

UPSs 2

UPS 3

UPS 4

Figure 114. Example Topology
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Redundancy Alarm Management with Four Modules

Redundancy

According to the Redundancy level and the Load settings, the following details are provided:

« Ris the number of redundant UPSs
« Status of Redundancy Lost Alarm

Table 10 provides redundancy alarm management details.

Table 10. Redundancy Alarm Management

Load/Redundancy
Level Load < 20 kW 20 kW < Load < 40 kW 40 kW < Load < 60 kW 60 kW < Load < 80 kW
0 R=3 R=2 R=1 R=0
1 R=3 R=2 R=1 R=0 (Redundancy lost active)
2 R=3 R=2 R=1 (Redundancy lost active) ~ R=0 (Redundancy lost active)
3 R=3 R=2 (Redundancy lost active) ~ R=1 (Redundancy lost active) ~ R=0 (Redundancy lost active)

Protection Alarm Management with Four Modules

According to the Load and the Number of failed UPSs settings, the following details are provided:

« Pis the number of UPSs protecting the load
« Ris the number of redundant UPSs
« Status of Protection Lost Alarm

Table 11 provides protection alarm management details.

Table 11. Protection Alarm Management

Load/Failures Load < 20 kW 20 kW < Load < 40 kW 40 kW < Load < 60 kW 60 kW < Load < 80 kW
No failure P=4: R=3 P=4; R=2 P=4; R=1 P=4: R=0
i - R= 2. p_ e n P=3; R=0
I failure P=3,R=2 P=3; R=1 P=3,R=0 (Protection lost active)
i ‘R= - R P=2; R=0 P=2; R=0
2 failures P=2 R=t P=2;R=0 (Protection lost active) (Protection lost active)
. . P=1; R=0 P=1; R=0 P=1; R=0
3 failures P=1.R=0 (Protection lost active) (Protection lost active) (Protection lost active)
. P=0; R=0 P=0; R=0 P=0; R=0 P=0; R=0
4 failures

(Protection lost active)

(Protection lost active)

(Protection lost active)

(Protection lost active)
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Redundancy Compatibility

The following UPSs and topologies have been tested in redundant mode. Other topologies or UPSs may work,
but have not been tested.

Table 12 provides a compatibility list for single-phase UPSs and Table 13 provides a compatibility list for
three-phase UPSs.

Table 12. Redundancy Compatibility (Single-phase UPS)

UPS Parallel Multiple Feed Hot Standby STS
9120, 9130, 9135 n/a NET, USB n/a NET, USB
Eaton 5P / 5PX / n/a NET, USB n/a NET, USB
Evolution / Evolution S
Pulsar EX 700 / 3000 n/a NET, USB n/a NET, USB
Eaton 9SX / 9PX n/a NET, USB n/a NET, USB
Pulsar MX 1+1 NET n/a n/a n/a
Pulsar MX Frame 16 U n/a NET, USB n/a NET, USB
EXRT n/a NET NET (*) NET

« n/a=Not applicable
« NET = Acquisition through the network card
« USB = Acquisition through the USB

« NET (*) = Behavior has been implemented, but has not been tested

Table 13. Redundancy Compatibility (Three-phase UPS)

UPS Parallel Multiple Feed Hot Standby STS

Blade UPS NET NET n/a n/a

9x55 (9155 and 9355) NET NET n/a n/a

9390 NET NET n/a n/a

9395 NET NET n/a n/a

Eaton 9E Essential n/a NET n/a n/a

Pulsar MX 1+1 NET n/a n/a n/a
Pulsar MX Frame 16 U n/a NET, USB n/a NET, USB

EXRT n/a NET NET (¥) NET

« n/a=Not applicable
« NET = Acquisition through the network card
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Chapter 10 User Drivers

The User Drivers feature allows the Eaton Intelligent Power Manager (IPM) to supervise any available Simple

Network Management Protocol (SNMP) or Network UPS Tools (NUT) device. You can customize and adapt the
Eaton IPM acquisition engine to many types of Data Center devices, such as HVAC, rack controllers, storage

appliance, or DC power system controllers.

By default, the User Driver feature is activated. However, if you disable this function, previously discovered
nodes that are using a User Driver are still managed.

0 NOTE  This function is only accessible to Administrators.

User Drivers Editor
The User drivers editor dialog is used to integrate new devices in the IPM supervision application by using
following objects:
« predefined common base objects

« userspecific objects
Predefined custom drivers that are managed by the application include:

« UPS RFC1628/SNMP: Manages the UPS which implements the SNMP mib RFC1628
« NAS BUFFALO®/SNMP: Manages the SNMP Buffalo Network Attached Storage (NAS)
« NAS HP/SNMP: Manages the SNMP HP NAS

« NAS NetApp/SNMP: Manages the SNMP NetApp NAS

« NAS Netgear/SNMP: Manages the SNMP Netgear NAS

« NAS Qnap/SNMP: Manages the SNMP Qnap NAS

« NAS Synology/SNMP: Manages the SNMP Synology NAS

« PDU/NUT Protocol: Manages the SNMP PDU using NUT

« UPS/NUT Protocol: Manages the SNMP UPS using NUT

« ATS Eaton 32A: Manage the SNMP EATON STS

NOTE NUT is open source software that provides control and management features for
o power devices, such as UPSs, through a control and management interface. Visit at:
http://www.networkupstools.org

User Drivers Page

To supervise new devices with Eaton IPM:

1. From the left-side Views panel of the Eaton IPM main interface window, select the Settings > Auto
Discovery menu item.

2. Select the [# User drivers editor... button from the right panel (see Figure 115). The User drivers editor
page displays.
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Goxc ) warming: 3 6 crscal: 1 S uningen: 13 Lastevent: € 21/02/2003 - 09:00:50 - - Commurication with device has faled

Figure 115. User Drivers Editor Selection

NOTE By default, the User Driver feature is enabled. You can enable or disable this

o

function on the Edit module settings dialog by selecting or deselecting (checking
or unchecking) the checkbox for the User Driver (see Figure 116).

| Edit modules settings
Managemeant
Shutdowin
Infrastructure Connectors
Site Recovery Manager®
M Dt Center Management
[¥] User drivers

[} Redundancy

[ Save

=

)

Figure 116. Enable or Disable User Drivers

User Driver Editor Dialog

When Settings > Auto Discovery is selected, the Nodes List page displays. Select the User driver editor...
button to display the User drivers editor dialog.

The dialog provides the following data:

« The left panel lists the drivers.

« When a driver is selected in the left panel, the details of the selected driver are provided in the upper right

window panel.

« Below the selected driver details, a table lists all rules defined for the selected driver.
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NOTE A rule defines the relationship between a source object name and a destination
o object name.

« Buttons are provided at the bottom of the dialog to manage drivers and driver rules.

Figure 117 illustrates the User drivers editor dialog.

User drivers editor

[#] ATS Eaton 324

MAS Buffalo / SNMP
E MAS HP / SNIMP Driver nanne:
E‘ MAS MNetfpp / SMIAP

[¥] Scan active

Type:
NAS Netgear / SNMP
] FDU / NUT Protocal "] Check with this addressfname;
[ UPS / NUT Frotocol
[ NAS Qnap / SNMP Protocol:

UPS RFC1628 / SNMP

Device identification;
MAS Synalogy / SNMF

Alarm poding rate:
[Measure poling rate;

Destination object Source object Conversion rule
Description 136121331120 STRING

Contact 136121140 STRING

Location 1361.21160 STRING

Lirk STRING("hitpi...
Serial number 136121331150 STRING

Aclive povver (V) 1361213314414 VALUE

Percert load (%) 1361213314415 WVALLE

UPS nominal apparent power .. 1.361.21331950 VALUE

UPS nominal active power 040 136121331960 YALUE

Liildy present 1361.21331410 LIST(1:1, 21, 2.,
Battery dizcharging 136121331410 LIST(1:0, 20, 3.
UPS masier on 1361.21.331410 LIST(1, 20, 2.

Hew driver... | | | ‘I || |[® "

Figure 117. User Drivers Editor Dialog

Buttons

The following buttons allow you to manage drivers and rules.

« New driver: Click the New driver button to add a new driver to the list and define the properties for the
driver. A new empty driver can be created or you can use a copy of an existing driver. Predefined drivers

provided with the application are read-only and cannot be changed. They can only be deactivated or
duplicated for customization purposes.

« Delete driver: The Delete driver button deletes the driver that is selected in the left panel.

0 NOTE When a driver is deleted after applying modifications, it is not possible to recover
this driver.
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To manage and define rules, use the following buttons:

Add rule...: Add a new rule

Edit rule...: Edit the selected rule

Delete rule(s)...: Delete the selected rule(s)

Bring a rule down...: Move the selected rule to a lower position in the table

Bring a rule up...: Move the selected rule to a higher position in the table

You can enable or disable a rule by selecting (checking) or deselecting (unchecking) the checkbox in the first
column. When a rule is disabled, the data defined in the rule is no longer acquired.

Driver Data

The right side of the page provides data for the driver selected in the left panel.

The top right data fields identify the selected driver and allow you to set actions to occur during discovery as
follows:

Scan active: This option provides the ability to activate or deactivate a driver. When this option is deselected
(unchecked), the driver is filtered during discovery action. It allows using a modified copy of a driver instead
of the default driver.

Driver name: This name defines the unique friendly name of the driver. This name displays in the
information Class column of the node view.

Type: Type defines the driver type as follows:
- UPS device

- PDU device

- Power meter

- Power generator

- DC controller

- Power over Ethernet (PoE) appliance
- Server

- Storage appliance

- Network appliance

- Ambiance meter

- Cooling system

- Other device

Check with this address: Allows you to check the rules result with an address or a device host name.

- For SNMP protocol, it is the global scan settings you are using. If you need special access for the driver,
you need to temporarily change these settings.

- For NUT protocol, use <IP address or host name>/<Device ID>

where <Device ID> = Name of the NUT device, such as, the section header name defined in the
ups.conf file fora UPS.

Check button: Enabled only if an address or a name is typed in the Check with this address/name entry
box. See “Rule List” on page 112 for more information.

Protocol: Protocol field, either SNMP or NUT:
- SNMP: Provides support of SNMP v1 and v3 driver
- NUT: Provides support of NUT client Interface
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- Device identification: Defines the device identification used for device recognition during discovery. For
SNMP device, use the SysOID value, or use the root OID of the device if the SysOID is not managed by the
device.

- Alarm polling rate: Defines the polling rate for objects of type alarm. Information type data are acquired
only once, at driver reset.

« Measure polling rate: Defines the polling rate for objects of measure type.

NOTE Measure data type polling can be performed simultaneously with alarm data type.
0 In this case, only one task will be cyclically executed.

Rule List

The table on the right side of the User drivers editor dialog lists defined rules associated with the selected
driver.

« Source object name: source object name of the data to acquire in the device

- Destination object name: internal object name managed by the IPM application

NOTE A destination object can be defined by several complementary rules. For a same
o destination object, if a rule is not applicable, it takes the next rule defined in the list.

The Check button in the Rule list table header is used to compute and display the result for each rule according
parameters. The result is computed with the address or the name entered for Check with this address/
name.The Check button is enabled only if an address or a name is entered.

Rule Editor Dialog

The Rule editor dialog allows you to create (add), edit, or delete a rule. As part of defining the relationship
between a source object name and a destination object name, conversion rules and parameters are selected
and applied in this dialog.

To edit or create a rule on the Edit rule dialog, you need to enter the following:

« Destination object name
« Source object name

« Conversion rule and conversion parameters (conversion help files automatically display when a conversion
rule is entered)
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When the rule is created, you can test the rule using the Check result button. See the following section,

“Buttons” for a description of the Check result button.

Figure 118 illustrates the Rule editor dialog.

Rule editor ¥
Destination object name: | Utility present bt
| Manage user defined objects. .. I
Source ohject name: 1.3.6.1.2.1.33.1.4.1.0

[ Browse source object name. ., ]

Corwersion rule: LIST b4

Corwersion parameter: 1:1, 2:1, 3:1, 5:0, 6:1, 7:1

carwversion help:

Source result:

Check: resuilt:

[ ok || cene

Figure 118. Rule Editor Dialog

Buttons

The following buttons allow you to create and test rules on the Rule editor dialog.

- Manage user defined objects...: Allows you to define your own object list to link for a specific device type

« Browse source object name...: Builds a list to help you to select the appropriate source object from a list of

value

« Check result: Used to compute the rule result according the given parameters. The source result and the

final rule result are both displayed.

0 NOTE The Check result button is enabled only if the address or name is entered for Check

with this address/name on the User drivers editor dialog.

« Ok: Accept changes
« Cancel: Do not accept changes
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Destination object name

This field defines the name of the destination object in the Rule editor dialog.

There are two ways to select the destination object name:

User Drivers

« Select a "well-known" and predefined object (which is a standard object managed by the IPM application)

from the standard objects list in Table 14.

« Select a specific userdefined object when the needed object is not defined in the standard object list.

Table 14 lists the standard objects used by the Eaton IPM.

Table 14. Standard Objects

Information Status Input Output Battery Environment
Name Shutdown imminent UPS input voltage (V) Active power (W) Battery charging Environment
communication lost
Description UPS internal failure UPS input current (A) Apparent power (VA) Battery discharging Humidity reading of
environmental sensor [x]
(%
Contact UPS overload UPS input frequency (Hz) ~ UPS outlet #1 on Battery low Temperature alarm of
environmental sensor [x
Location UPS master on UPS automatic bypass UPS outlet #2 on Battery fault Environment dry contact
voltage (V) [x]
Link Utility present UPS automatic bypass UPS outlet #1 active Battery capacity (%)  Level environment dry
current (A) power (W) contact [x] opened
Serial number Redundancy lost UPS automatic bypass UPS outlet #2 active Battery runtime (s) Level environment dry
frequency (Hz) power (W) contact [x] closed

Communication
description

Protection lost

PDU input voltage (V)

UPS power factor

Battery voltage (V)

Temperature reading of
environmental sensor [x]
(°C)

Platform

Automatic bypass in
tolerance

UPS output voltage (V)

Humidity alarm of
environmental sensor [x]

Mac address

On automatic bypass

UPS output current (A)

Environment
communication lost

Version On manual bypass UPS output frequency (Hz)
Manufacturer UPS master shutdown PDU number outlet

delay (s)
UPS nominal active UPS outlet #1 shutdown PDU outlet [x] number
power (W) delay (s)
UPS nominal apparent UPS outlet #2 shutdown PDU outlet [x] name
power (VA) delay (s)

UPS master switchable

UPS master startup PDU outlet [x] switchable

delay (s)
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Table 14. Standard Objects (Continued)

Information

Status Input

Output Battery

User Drivers

Environment

UPS outlet #1 switchable

UPS outlet #1 startup

PDU outlet [x] on

delay (s)
UPS outlet #2 startup PDU outlet [x] voltage (V)
delay (s)
PDU outlet [x] shutdown PDU outlet [x] current (A)
delay (s)

PDU outlet [x] startup
delay (s)

PDU outlet [x] apparent
power (VA)

Communication Lost

PDU outlet [x] active
power (W)

Communication error

PDU outlet [x] power
factor

You can also define your own object list to create links for a specific device type in the User defined object editor
dialog. A new object can be defined by providing these properties:

« Object name: Unique object user name

- Object index option ([x]): Activate this option if the object needs to be indexed (e.g. value of type array).

« Object type: Information, Alarm or Measure

« Object unit: Optional unit which is displaying for the object

« Object group: Name of the group whose object is attached. This group is shown in the Other data panel.
Objects with the same group name are represented in the same group.

Figure 119 illustrates the User defined object editor dialog.

User defined object editor

Object name: Rotor speed

| Use index [x]
Object type: Measure
Object unit: rprm
Object group: Group 1

[ Ok ] [ Cancel

Figure 119. User Defined Object Editor
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/\_ IMPORTANT

« The userdefined objects only display in a specific Node view panel named Other data (see
Figure 120). These userdefined objects display as a raw list that is sorted by groups.

« The standard objects are NOT displayed in the Other data panel. These standard objects are
defined in standard IPM panels (see Table 14).

« The userdefined object list is attached to the driver.

« Click the Manage user defined objects... button in the rule editor to manage userdefined
objects.

Other data -
Group 1

Rotor speed S00 rpm

Figure 120. Other Data Panel

Source Object Name

This feature defines the name of the source object that you need to acquire. The following notes apply when

creating a source object name in the Rule editor dialog:

« If the destination object name is indexed (for a standard object or a userdefined object), use “x” in the
source object name for the index position.

« Foran SNMP device, the source object name corresponds to the object ID (OID) name of the data to
acquire. The list is built from the device identification name which has been given. It corresponds to all OIDs
available under the OID root or the SysOID value.

« Fora NUT device, the source object name corresponds to the internal NUT object name.

If you provided a valid address in the check item of the driver, an interface is provided to help you to select the
appropriate source object from a list of value.

To define the source object name:

1. From the Rule editor dialog, click on the Browse source object name... button. The object list is built
automatically when the window opens.

0 NOTE You can pause the object list acquisition at any time using the Pause button.

2. The Restart button restarts the object list acquisition from the beginning.
3. The Cancel button aborts the object list acquisition.

4. Select the appropriate object in the list and then click Ok.

Conversion Rules

The following notes apply when defining the conversion rules in the Rule editor dialog:

« The rules are evaluated in the order of the rule list.
« Several rules can define the value of the same destination object.

« Several rules can use the same source object.
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Table 15 provides a list of conversion rules.

Table 15. Conversion Rules

String

User Drivers

STRING

Format: STRING([<formatString>])

Without parameters: No conversion

Just transfers source object value as a string to destination object.
With parameter, the destination object is created and its value is fixed.
Normalized field can be used:

STRING("My Device")

STRING("http://{hostname}/default.ntml")

STRING("{value}”)

Fields in brackets are replaced by correspondent value (if defined).
Available fields are:

{hostName}

{ipAddress}

{value}

{object:UPS.PowerSummary.iProduct}

VALUE

Format: VALUE([<constantValue>])

Without parameters: No conversion

Just transfers object value as a number to destination object.

With parameter, the destination object is created and its value is fixed by given value.
VALUE(15)

VALUE(-12.34)

We can also use a javascript equation for special needs

VALUE("{value} ==-170: {value} +1")

MULT

Format: MULT(<multiplier>)
Multiply source value to the given factor before setting destination object.
MULT(10), MULT(0.1), MULT(3.1415)...

LINEAR

Format: LINEAR(<srcVal1:dstVal1> , <srcVal2:dstVal2>)

Example: conversion from °C to °F

LINEAR(0:32, 100:212)

Calculation:

(dstVal2 - dstVal1) / (srcVal2 - srcVal1) * (value - srcVal1) + dstVall
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Table 15. Conversion Rules (Continued)

String

LIST

Format: LIST(<srcVal1:dstVal1>, <srcVal2:dstVal2>, ...)

Define discrete conversion.

If source value is not in the list, destination object is not changed.
Example:

LIST(0:1, 1:0, 2:1, 3:0)

0->1

1->0

2->1

3->0

4 ->no change

Lists can also convert strings to numbers and numbers to strings.

STRFIND

Format: STRFIND(<searchString>, [<trueValue>], [<falseValue>])

Returns <trueValue> if <searchString> was found or <falseValue> in the other case.
If a result value is not defined, the destination is not changed.

Example:

STRFIND("US",1,2)

STRFIND("0L",1)

STRFIND("0B",,1)

BITCHECK

Format: BITCHECK(<bitPos>, [<trueValue>], [<falseValue>])
Returns <trueValue> if bit at <bitPos> is true or <falseValue> in the other case.

If a result value is not defined, the destination is not changed.
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Chapter 11

Storage

The Eaton Intelligent Power Manager (IPM) can supervise storage devices. On the user interface, storage
devices are seen as a “Storage Appliance” type with the following information displayed:

« Type

« Status

« Name

« Description

« Class

« Location

. Contact

« Link

Using the User Drivers feature, you can launch a Range scan with the IP address of your storage equipment

(see "Range Scan” on page 15 and “User Driver Editor Dialog” on page 109). After performing a Range scan,
you will have a list of storage managed by Eaton IPM.

Enable the Infrastructure Connectors Module

To enable the Infrastructure Connectors module for virtualization (administrator access):

1. From the left-side Views panel of the Eaton IPM main interface window, select the Settings > System
menu item. The System page displays.

2. Click Edit modules settings in the right panel. The Edit modules settings dialog box displays (see
Figure 121).

3. Ensure that the Infrastructure Connectors checkbox is selected (checked).

4. Click Save.

Editt masdules etiings b

+ Management

| Shutdown

¥ Infrastructure Connectors
| Drata Center Management
o User drivers

= Redundamncy

= | ===

Figure 121. Enable Infrastructure Connectors Setting for Virtualization

5. Select Settings > Infrastructure Connectors. The Infrastructure Connectors Select Add a connector in
the right panel. The Add a connector dialog opens (see Figure 122).

6. Add identification information for the selected connector
« Product: Select NetApp storage from the drop-down list
« Hostname or IP address: Type the NetApp IP address
« Username: Type NetApp Administrator Username with admin rights on the NetApp
« Password: Type NetApp Administrator Password
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7. Click Save after the fields are updated.

Add a connector

Product:

Hostname or IP
address:

Username:

Password:

NetApp Storage

root

I Save J [ Cancel

Figure 122. Add NetApp

Create a Configuration Policy

The following procedure describes how to create a new configuration policy for storage protection.

To create a new configuration policy and define the protection (see Figure 123):

1. Name the new configuration policy.
2. Select the pen associated with Target nodes to add the storage device(s) to be protected.

3. Inthe configuration policy settings, configure the runtime threshold settings and power source.

Create new policy

Configuration policy name*:

Target nodes:

Class list:

Configuration policy settings:

ProtectionForStorage00d|

Runtime thresheld settings
Runtime thresheld settings
Runtime thresheld settings
Runtime thresheld settings
Power Source

Power Source

2 Class: Runtime threshold settings, Power Source

Data

Timer

Remaining Time Limit
Remaining Capacity Limit
Shutdown Duration
Power Source*

Load Segment*

] [ Cancel

Figure 123. Create a New Configuration Policy

Shutdown

Value

Master output

=

B R % % R % g

Storage

IPM manages the shutdown of storage through a simple and powerful shutdown action. For more information,
see “Advanced Events and Actions” on page 25.
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Chapter 12

Extended Functionality

This chapter describes extended functionality for the Eaton Intelligent Power Manager (IPM) including:

« Configuring the Eaton IPM vCenter Plug-in

« Configuring the XenCenter Plug-in

« Configuring Maintenance Mode and vMotion with vCenter

« VMware vCenter HA (High Availability)

« Configuring Maintenance Mode and LiveMigration with SCVM

Configuring the Eaton IPM vCenter Plug-in and WebPlug-in

The VMware® vCenter Server platform forms the foundation for virtualization management. It provides
management of hosts and virtual machines (VMs) from a single console. To further unlock the power of
VMware's management system, VMware has provided a facility to extend the functionality of VMware
vCenter.

Various useful applications can be attached to vCenter to make it more useful. The vCenter Eaton Intelligent

Power Manager Plug-in is also called the Eaton vCenter Plug-in. It is easy to deploy and to use the plug-in to

manage the Eaton Intelligent Power Manager (IPM) from vCenter. This plug-in integrates the Eaton IPM with
vCenter environment. After the plug-in is deployed, a tab in vCenter will open the Eaton IPM and allows you to
configure and manage the Eaton IPM from the vCenter environment.

The VMware plug-in also allows the creation of new type of events that can be trigger type alarms (these are
alarms that trigger an action).

Checking for vCenter Plug-in Registration
To verify that the Eaton IPM plug-in is registered in vCenter:

1. In the VMware vSphere Client, select the Plug-ins > Manage Plug-ins menu item (see Figure ).
2. Locate the Eaton IPM Plug-in for vCenter in the Plug-in Manager (see Figure 125).

@ PUZINWHP9000432 - ¥Sphere Client
File Edit “ew Inventory Administration | Plug-ins | Help

[
‘Q Home b 5] Inventar|. LMranage AL H ‘ )| Search Inventary |'J"%‘

¢ E
Figure 124. vSphere Client - Manage Plug-in Menu
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7 Plug-in Manager

Plug-in Mame ‘endor Version | Status Descripkion ~
Installed Plug-ins
& WMware wCenker Storage Monitoring Service Wiware Inc. 5.0 Enabled Storage Monikoring and
Reparting
& wCenter Inteligent Power Manager Plug-in Eatan 1.25 Enabled Management and control of
powet distribution
& vCenter Hardwate Status Wware, Inc. 5.0 Enabled Displays the hardware status of
hosts (CIM monitoring)
& wCenter Service Stakus Wware, Inc. 5.0 Enabled Displays the health skatus of
wiZenter services
Available Plug-ins -
& wCenter Operations Standard Wware, Inc. 1.0.1 Mo client side d...  wCenter Operations Standard
< [—— >

Help Claze 4

Figure 125. vCenter Plug-in Manager

Events and Alarms

After the vCenter Eaton Intelligent Power Manager Plug-in is registered, the Eaton IPM creates a new alarm
“Host UPS PowerFailure (On Battery)” that is triggered from power event (see Figure 126).

Hministration Plugns Help

g Inventory b [F) Hosts and Custers

ons | Maps | Multi-UPS Management Console
a7 View: Triggered Alarms| [Definitions

Hame | Defined In | Description

Storage DRSrecommendation %) Thisobjst  Alarmthatmonitors aStorage DRSrecommendation

incy orage DRS not supported on hos is obje arm that monitors and alerts connected host that Storage DRSis not suppor

lanep) sty DRSnot rted on host This objed  Alarmthat monitors and alert: cted host that St DRSis not supported

3 (11| @ Datastore clusteris out of space This objec  Alarm thatmonitors when adatastare cluster s outof space

13 (IP1 | (@i HostUPSPowerFailure(On Battery) This objed _ Alarm thattriggers fhost s on PowerFailure (Power Events sended by Multi-UPSManagement Cons|
$R2(| @n Datastore capability alam Thisobjett  Alarmthattriggers if storage array detects thatthe capability requirements arenot met

$R2() @ Thin-provisioned LUN capacity eaecded
@' Datastorsisinmultiple datacenter
Q VMKernel NIC not configured corredy

This object  Alarmthattriggers if storage array detects that thin provisioned LUN is exceeding capacity threshold
This objed  Datastoreina datastoreclusterisvisioleinmore than one datacenter
This object  Defaultalarm forincorrectly configured viMKemel NIC

Figure 126. vCenter New Alarm from Eaton IPM

BHEHEDHD
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Using Eaton IPM through vCenter

The Eaton IPM tab is visible in the vCenter Server Console and in the root folder @ The Eaton IPM is now
available and is fully functional with the vSphere Client. Note that the Eaton Power Manager tab on the top is
selected (see Figure 127).

vCenterServer, ¥Mware vCenter Server, 4.0.0, 162856

10 :
TN Intelligent Power Manager

What is Eaton Intelligent Power Manager? Login:

Password:

Ideal for maonitoring and managing multple power and erviranmental devices, Inteligent
Fower Manager software from Eaton delivers a global wiew across the network from any -
FC with an Internet browser.

Exceptionally wersatie, the software is compatible with any device supporting a netwark.
interface, including other manufacturers’ UPSs, environmental sensors, ePDUS, shiutdown
applications and more,

Inteligent Fower Manager alsa offers the abiity to organize a management: table by
groups, cenfralize alarms, and maintain event logs for preventive mantenance of the
entire instaled equipment base,

Figure 127. vCenter Server Console

Using the Web Plug-in through the vSphere Web Interface

On the vCenter > DataCenter |level, you will see a widget with the number of UPSs (devices) protecting your
ESXi and a link to go directly on the IPM web interface (see Figure 128).

WITIWENE vEpherne ‘Wi Client

o Mo v R [ Dt ol = -

Comng Stted | temamary | Mondtr  Masdge M Ompe * || Racuat Tasks o

emacaens

| Rawng Fased
* R b

O = Power Somces a

perst T - Telb e of Sk 1 TR T

T T4

= 1 e al
e pr——
& Canserts

D e ataon mondorng

& B Fadera G

5 Dokasorn waage oo gk

& DEY Fergiisl

Diftastirn sa 53 e 10

T e

5 Dataskien waage o4 Bin

S DEV FoaTarces ik 1

£ Dty v 30 5 B

Figure 128. WebPlug-in DateCenter Level
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On the Host level, you will see a widget with the UPS protecting your ESXi, and other information such as state,
and a link to go directly on the IPM web interface.

vITware: viphere Web Cllent & @

0 8 | vweswilmblishemoom bging =
o a8 i | 13 GPmA] BB Cpmweary  USN  USAEZE

Bopistm (oo

Taied

Figure 129. WebPlug-in Host Level
Configuring XenCenter Plug-in

Prerequisites

The Eaton IPM must be installed on the same machine as Citrix® XenCenter™.

Check XenCenter Plug-in Installation
« In the virtualization panel, check the box “XenCenter Plugin” to install XenCenter Plug-in (see Figure 130).

« You see the Plugin in XexCenter > Tools > Plugins.

« If not, click Re-scan Plugin Directory (see Figure 131).

« Ensure that the Eaton IPM checkbox is selected.

Add Manager or Hypervisor List

¥enCenter Plugin: &

Product: Citrix XenCenter

[ save |[ cancel

I

v

Figure 130. Add Manager or Hypervisor List Dialog
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X Plugins

This dialog shows the list of Plugins in the Plugin directory,

To enable a Plugin select its checkbaox,
=] Eaton
= [#] FM

Intelligent Power Manager

Details

#enCenter Plugins online

Re-Scan Plugin Directory ] K l ’ Cancel

Figure 131. Plug-in Directory (Rescan)
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Using Eaton IPM through XenCenter

After the plug-in is installed, you can see a tab named Eaton Intelligent Power Manager on the XenCenter level
(see Figure 132).

Inteligent Pawer Manager | Logs

Intelligent Power® Manager

Home | Search | Tags

What is Eaton Intelligent Power Manager? Login: admin

o ) B Password:
« Ideal for monitoring and managing multiple power and

environmental devices, Inteligent Power Manager software from -
Eaton delivers a global view across the network from any PC
with an Internet browser.

« Exceptionally versatile, the software is compatible with any
device supporting a network interface, including other
manufacturers’ UPSs, environmental sensors, ePDUs, shutdown
applications and more.

« Inteligent Power Manager also offers the abilty to organize a
management table by groups, centralize alarms, and maintain
event logs for preventive maintenance of the entire instaled
equipment base.

Figure 132. XenCenter Eaton IPM Tab
Configuring Maintenance Mode and vMotion with vCenter

Prerequisites

All VM images must be installed and configured on a file server.

0 NOTE  For more information, see “VMware References” on page 129.

Introduction

The Dynamic Resource Scheduler (DRS) application from VMware is used to provide load balancing within the
IT network. In particular, DRS is used to ensure the right resource capacity is available for the data center load.
A second application called VMware vMotion (used in conjunction with DRS) will enact movement of VMs from
physical server to physical server in order to provide the best load balance.

The Distributed Power Manager (DPM) application helps to maximize data center electrical power efficiency. It
checks DRS for physical server utilization and then, using vMotion, moves VMs to servers in order to fully
unload servers, idle them, or power them down for maximum power savings.

Eaton uses the same vMotion capability when a UPS is in a critical power situation to move VMs off of a server
that has a critical power situation. Eaton IPM then writes alarms/alerts into vCenter, which, in turn, triggers
vMotion.

VMware uses the term “setting a server into Maintenance mode” to trigger the vMotion. It is called this
because before performing maintenance on server, the data center manager needs to clear the VMs from the
server.
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Understanding Maintenance Mode

Both standalone hosts, and hosts within a cluster, support the maintenance mode. Only VMware ESX/ESXi
Server 3.0 and later supports maintenance mode for standalone hosts.

A host enters or leaves maintenance mode only as the result of a user request. If the host is in a cluster when
it enters maintenance mode, the user is given the option to evacuate powered-off VMSs. If this option is
selected, each powered-off VM is migrated to another host, unless there is no compatible host available for the
VM in the cluster. While in maintenance mode, the host does not allow deployment or “power-on” of a VM.
VMs that are running on a host entering maintenance mode need to be either migrated to another host or shut
down (either manually or automatically by DRS).

When no more operating VMs are on the host, the host's icon changes to include 'under maintenance'
designation and the host's Summary panel indicates the new state. The default automation mode of a VM
determines its behavior when the host (in a DRS cluster) it is running on enters maintenance mode:

« Any fully automated VM is migrated automatically.

« For a partially automated or manual VM, a recommendation for further action is generated and displays.

Configuring Maintenance Mode Behavior in vCenter

To configure the maintenance mode feature behavior, enable the DRS in “Fully Automated” automation level
with following steps:

1. Open the vCenter server in a vSphere client.

2. Right-click and select Cluster > Edit Setting > Turn on VMware DRS. Click Next and accept all default
values.

NOTE With this example, you choose to move all the VMs from this server to another
0 server of the same cluster. You can also define other behaviors according to your
needs.

Configuration Test

To test the installation, please perform a power failure on the UPS and check on vSphere client that the
corresponding ESX/ESXi host enters in Maintenance mode after the “Maintenance mode timer.”

VMware vCenter High Availability

After the High Availability (HA) Cluster feature is enabled, VMware disables the automatic startup and
shutdown functionality when a hypervisor is shut down.

Eaton IPM features for HA mode are as follows:

« Eaton IPM continues to move the VM from one server to the others, if all servers are powered by different
UPSs with different power source (see Figure 133).
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Figure 133. HA Mode with Eaton IPM

Eaton IPM continues to protect the hypervisor also when power fails.

Due to the deactivation of the automatic startup and shutdown, all VMs power-off at the end of utility failure

sequence.

There are two solutions to prevent this VM from powering off:

« Configure the VMware ESX/ESXi nodes in Eaton IPM to shut down the VMs (remote shutdown of the VM

setting).

« Install a Eaton IPM on each VM, even if it is not an optimized solution. Take care to ensure that when VMs
move, the Eaton IPM still links to the same UPS power source.

Table 16. Table Configuration/Behavior

VM Remote
Case Remote Shutdown Shutdown Type  HA in vCenter VM Action Hypervisor Action Comments
1 ENABLED ENABLED ENABLED SHUTDOWN SHUTDOWN Valid Configuration
2 ENABLED ENABLED DISABLED SHUTDOWN SHUTDOWN Valid Configuration
(more reliable to let
VVMware shut down
its own VMs)
3 ENABLED DISABLED ENABLED CRASH SHUTDOWN Hypervisor shuts
down without the
VMs
4 ENABLED DISABLED DISABLED CRASH/SHUTDOWN SHUTDOWN Depends on the VM
startup/shutdown
configuration
5 DISABLED ENABLED ENABLED CRASH CRASH No action (IPM)
6 DISABLED ENABLED DISABLED CRASH CRASH No action (IPM)
7 DISABLED DISABLED ENABLED CRASH CRASH No action (IPM)
8 DISABLED DISABLED DISABLED CRASH CRASH No action (IPM)
NOTE For more information about the deactivation of the Automatic Startup/Shutdown

o

when creating a VMware HA Cluster, see links provided by “vSphere SDK for Perl”
on page 130.
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Configuring Maintenance Mode and Live Migration with SCVMM

Maintenance Mode

In Virtual Machine Manager (VMM) 2008 R2, you can start maintenance mode for a VM host anytime that you
need to perform maintenance tasks on the physical host computer, such as applying security updates or
replacing hardware.

When you start maintenance mode on a Windows-based host, VMM automatically does the following:

« On a stand-alone host, VMM places all operating VMs into a saved state.
« On a Windows-based host cluster that is capable of live migration, VMM provides the following options:

- Live migration of all running, highly available VMs to other hosts in the cluster, and place any operating
VMs that are not highly available in a saved state.

- Place all operating VMs into a saved state.

0 NOTE Refer to “Microsoft HyperV References” on page 130.

Understanding Live Migration

Live migration is a Hyper-V feature in Windows Server 2008 R2. The failover clustering feature must be added
and configured on the servers running Hyper-V. Live migration allows you to transparently move operating VMs
from one node of the failover cluster to another node in the same cluster without a dropped network
connection or perceived downtime.

In addition, failover clustering requires shared storage for the cluster nodes. This can include an iSCSI or
Fiber-Channel Storage Area Network (SAN). All VMs are stored in the shared storage area, and the running VM
state is managed by one of the nodes.

0 NOTE  Refer to “Microsoft HyperV References” on page 130.

Configuration Test

To test the installation, perform a power failure on the UPS. On the Microsoft System Center Virtual Machine
Manager (SCVMM) console, verify that the corresponding HyperV host enters in Maintenance mode after the
“Maintenance mode timer.” HyperV machines must be started before the machine that is hosting the SCVMM.
The SCVMM service needs some time to refresh its status. If the starting sequence is not correct, the HyperV
stays in Maintenance mode.

VMware References

Eaton and Virtualization

« http://www.eaton.com/virtualization

VMware ESX Configuration

« http://www.vmware.com/support

Eaton Intelligent Power Manager (IPM) User's Guide v1.50 P-164000289—Rev 3 129


http://www.eaton.com/virtualization
http://www.vmware.com/support

Extended Functionality

vCenter Server (VMware Supervisor)

« Visit http://www.vmware.com/products/vcenterserver for more information about download and installation
of vCenter Server.

« Visit also http://www.vmware.com/products/vsphere/features/drs-dpm.html for more information about
Distributed Resource Scheduler.

vSphere SDK for Perl

« For more information about download and installation of vSphere SDK for Perl, visit: http://
www.vmware.com/support/developer/viperltoolkit/

« For more information about creating a vSphere HA Cluster., visit: http:/pubs.vmware.com/vsphere-50/
index.jsp?topic=%2Fcom.vmware.vsphere.avail.doc_50%2FGUID-EQ0B8A4A-BAE1-4094-8D92-8C5570FED
D8C.htmll

Microsoft Hyper-V References

Eaton and Virtualization

« For more information about virtualization, visit: http://www.eaton.com/virtualization

Microsoft TechNet Library

« For more information about Microsoft TechNet Library, visit: http://technet.microsoft.com/en-us/library

About Maintenance Mode

« For more information about Maintenance Mode, visit: http://technet.microsoft.com/en-us/library/
ee236481.aspx

Requirements for Using Live Migration

« For more information about “HyperV Live Migration FAQ,” visit: http://technet.microsoft.com/en-us/library/
ff715313%28WS.10%29.aspx

VMware Icons and Diagrams

This document was created using the official VMware icon and diagram library. One or more VMware products
are patented. Patents are listed at http://www.vmware.com/go/patents.

VMware does not endorse or make any representations about third-party information included in this
document. The inclusion of any VMware icon or diagram in this document does not imply such an endorsement.

Manage the Cisco UCS Manager Component

0 NOTE Cisco UCS supports versions 2.x and 3.0.1a.

Enabling the Component

To enable the Infrastructure Connectors:

1. From the left-side Views panel of the Eaton IPM main interface window, select the Settings > System
menu item. The System page displays.

2. Click Edit modules settings in the right panel. The Edit modules settings dialog box displays (see
Figure 134).

3. Ensure that the Infrastructure Connectors checkbox is selected (checked).
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4. Click Save.

Elil- r;u:n;lula settings X
Management
Shutdowen
Infrastructure Connectors
Site Recovery ManagerE
[[] pata Center Management
[¥] User drivers

[T Redundancy

[ seve [ Coee |

Figure 134. Edit Modules Settings - Infrastructure Connectors

Add the Component
To add a Cisco UCS Manager:

1. From the left-side Views panel of the Eaton IPM main interface window, select the Settings >
Infrastructure Connectors menu item. The Infrastructure Connectorspage displays (see Figure 135).

2. Click Add a connector in the right panel. The Add a connector dialog box displays (see Figure 136).

= Logout "sdmin

E-T-N Intelligent Power® Manager - Help &

Views 4| & | Infrastructure Connectors dA:-: 3 connector

33 Views Hestname or IP address « Plugin ... | Conne... | Product # Edit connector

=45 Events Logs
E g Events List
@l Events Calendar
= =3 Management
[Z8 Nodes S=ttings
[ Nodes Upgrade
[#2) Configuration Policies
=) Settings
&Am Discoveny
] Actions / Events
[ Shutdown
¥ Infrastructure Connectors
4/ Data Center Management
Q}Sysnem
e
S User List

& Upgrade connector

ok (@ Warning: 2 O Critical: 0 €D Unknown: 4 Lastevent @@ 24/02/2015 - 1:00:35 pm - RAINCWHP4512040 -
Figure 135. Select Add a Connector
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Add a connector %

Product: Cico UCS Manager o

Hostname or [P
address:

Port: 80
Usermame:
Password: ouml

Save Cancel

Figure 136. Add a Connector Dialog for Cisco UCS Manager

3. From the Add a Connector dialog, select Cisco UCS Manager from the Product drop-down list (see
Figure 136).

4. Add identification information for the selected connector:
« Product: Cisco UCS Manager is already selected in the drop-down list.
« Hostname or IP address: Type Cisco UCS Manager IP address
« Port: Port number

« Username: Type Cisco UCS Manager Administrator Username for the Administrator with admin rights
on the Cisco UCS Manager

« Password: Type Cisco UCS Manager Administrator Password
5. Click Save after the fields are updated.

6. When the component is connected, the Cisco UCS Manager displays on the Infrastructure Connectors
page (see Figure 137).

7. If the component does not display, refresh the page. Also, check the log to ensure the Event details
display with an OK connection state (see Figure 138).

Infrastructure Connectors

Hostname or IPad_..  Plugin State Connection Stats Product &

3 Product: Cisco UCS Manager (1 Item)
0 Cisco UCS Manager

= Product: Cisco UCSHM Component through UCSM Manager (6 Items)
sysichassis-1/bla_. Cisco UCSM Compon
sys/chassis-1/bla Cisce UCSM Compon
sys/chassis-1/bla Cisco UCSM Compon
Sys/chasss-1/bla Cisco UCSM Compon
sys/chasss-1/bla Cisco UCSM Compon

sysichassis-1/bla_. Cisco UCSM Compon..

Figure 137. Cisco UCS Manager Component Added

000000
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Event details x
Date: 051172013 - 1:30:57 pm
Type: a Infarmation
Module: infraConnector
Message: infraConnecto Connection State 0K
Details: infraConnectoi , State: true
Close

Figure 138. Event Details

Remove the Component

To remove a Component, right-click the component in the list. From the action box, click Remove connector
(see Figure 139).

Infrastructure Connectors

Hestname er IP ad Plugin State Connection Siate Product =

g Product: Cisco UCS Manager (1 Item)

1 o - (v} Cisco UCS Manager
| @ Add a connector
3 Product: Cisco UCSM Compl P Edit connector rger (6 Items)

sys/chassis-1/bla Cisco UCSM Compon
1R R Chod i

sys/chassis-1/bla A Bhinicid Wﬁ 4 Cisco UCSM Compon

sys/chassis-1/tla.. . Cizco UCSM Compon..

sys/chassis-1/bla.. Cico UCSH Compon..

sys/chassis-1/bla.. —— Cisco UCSM Compon..

Cisco UCSM Compon

000000

sys/chassis-1/bla

Figure 139. Remove a Connector

Edit a Component

To edit a Component, right-click the component in the list. From the action box, click Edit connector (see
Figure 140). The Edit connector dialog displays.

NOTE IPM currently doesn't allow you to edit the IP address. To edit a new IP address,
o please remove the connector and add another connector.
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g Product: Cisco UCS Manager (1 Item)
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sys/chassis-1/bla.

(‘g Add a connector
(@ Edit connector

Cisco UCS Manager

Cisco UCSM Comgon..

sys/chassis-1/bla ('@ Remow Cisco UCSM Compon
sys/chassis-1/bla Cisco UCSM Compon
P
sys/chassis-1/bla Cisco UCSM Compen..
sys/chassis-1/bla. . o i Cisco UCSM Compon_.
sys/chassis-1/bla. 0 Cisco UCSM Comgen..
Figure 140. Edit a Connector

Edit connector x

Product: Cisco UCS Manager |

Note: Please refer to the documentation to have more

informations about disabled cannectar tupes,

Hostname or IP o ol il &l
address:
Port: 80
Username: =
Password: seines

Save Cancel

Figure 141. Edit Connector Dialog
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Configure the Cisco UCS Manager Component

To set the UCS Manager component configuration:

1. Select Nodes Settings > “the UCS Manager component” > Shutdown Setting and click the pen icon
(see Figure 142).

Shutdown Settings Configuration *

Power source b

Load segment: v

Master - Shutdewn duration second(s

WMasker - Shutdown after value second(s

Remote Shutdown w

Set power capping change timer -1 second(s J
Global Power Allecation Policy Manual Blade Level Cap v v
Current Power budget 100 7
Current Power Control Policy Prioriy Impossible <
Future change of power capping Dizable o 4
Future Power budget unbounded 7
Future Power Conirel Policy Priority Impossible Fl

[ Apply ] l Cancel ]

Figure 142. Shutdown Settings Configuration

Power source, Load Segment, Remote shutdown, Shutdown duration, and Shutdown after value are standard
IPM options and are not described here. The following topics are discussed:

« difference between “current” and “future” options

« power capping timer

« global power allocation policy

« policy-driven power capping

« manual blade-level power capping

« power control policy and priority

« power budget

Difference Between “Present” and “Future” Options
The current Power Budget or Policy Priority are the values that are currently set in your UCS Manager (see
Figure 143). Any change on those in IPM permanently sets the new values on UCS manager.

The future Power Budget or Policy Priority are the values that will be temporarily set in your blade. When the
power failure occurs, the older values will be set back in your blade after the power come back.

Power Capping Timer

The power capping timer will set the Power Capping as specified by the duration (in seconds). See Figure 143.
It launches immediately after a power failure. The value -1 signifies no timer set.
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| Shutdown Settings &
Selectal [7]
Power source Hone []
Load segment Master output |
Master - Shutdown duration 120 second(s)
Iaster - Shutdown after value: A second(s) [7]
Remate Shutdown: Shutdown Disabled [7]
Set power capping change timer: -1 second(s) []
Global Power Allocation Policy Manual Blade Level Cap []
Current Power budget unbounded []
[Current Pawer Control Policy Priarity : 5| [
Future change of power capping Disable | ]
Future Power budget : unbounded [7]
[Future Pewer Contral Paby Prioriy: no-cap |[]

Figure 143. Shutdown Settings-Set Power Capping Change Timer

Global Power Allocation Policy

The global cap policy is a global policy that specifies whether policy-driven chassis group power capping or

Extended Functionality

manual blade-level power capping will be applied to all servers in a chassis (see Figure 144).

Two global allocation policies in IPM are:

« policy-driven power chassis group power capping

« manual blade-level power capping

Policy-driven Chassis-level Power Capping

When policy-driven power chassis group power capping is selected in the global cap policy, Cisco UCS can, at
the blade level, compute the amount of power allocated to a chassis based on priority (see Figure 144).

/A IMPORTANT

A service profile has to be attached to a blade to set priorities on a blade.
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Figure 144. Policy-driven Power Chassis Group Power Capping
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Manual Blade-level Power Capping

When manual blade-level power capping is configured in the global cap policy, you can manually set a power
cap for each blade server in a Cisco UCS instance (see Figure 145).

If the server encounters a spike in power usage that meets or exceeds the maximum configured for the server,
Cisco UCS Manager does not disconnect or shut down the server. Instead, Cisco UCS Manager reduces the
power that is made available to the server. This reduction can slow down the server, including a reduction in

CPU speed.
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Figure 145. Manual Blade Power Capping

Power Control Policy and Priority

Cisco UCS uses the priority set in the power control policy, along with the blade type and configuration, to
calculate the initial power allocation for each blade within a chassis. During normal operation, the active blades
within a chassis can borrow power from idle blades within the same chassis. If all blades are active and reach
the power cap, service profiles with higher priority power control policies take precedence over service profiles
with lower priority power control policies.

Priority is ranked on a scale of 1-10, where 1 indicates the highest priority and 10 indicates lowest priority. The
default priority is b.

For mission-critical applications, a special power priority called no-cap is also available. Setting the priority to
no-cap prevents a Cisco UCS from leveraging unused power from that particular blade server. The server is
allocated the maximum amount of power that the blade can reach (see Figure 146 and Figure 147).
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~| Shutdown Settings #

Power source

Load segment

Waster - Shutdown duration
WMaster - Shutdown after value:
Remote Shutdown:

Set power capping change timer:
Global Power Allocation Policy:
Current Power budget

lect all

Hone

Master output

120 second(s)

1 second(s) |

Shutdown Disabled [7]

-1 second(s) []
Manual Blade Level Cap |
unbounded |

|Curten'| Power Contrel Palicy Priority :

Bl

Future change of power capping:
Future Power budget :

Disable [
unbounded [7]

[Fiture Poweer Control Faicy Priorey:

no-cap | 7]

Figure 146. Shutdown Settings-Current Power Default Setting (Priority 5)

~| Shutdown Settings #

Power source

Load segment

Waster - Shutdown duration
WMaster - Shutdown after value:
Remote Shutdown:

Set power capping change timer:
Global Power Allocation Policy:
Current Power budget

lect all

Hone

Master output

120 second(s)

1 second(s) |

Shutdown Disabled [7]

-1 second(s) []
Manual Blade Level Cap |
unbounded |

|Curten'| Power Contrel Palicy Priority :

Bl

Future change of power capping:
Future Power budget :

Disable [}
unbounded [7]

[Fiture Poweer Control Faicy Priorey:

no-cap | 7]

Figure 147. Shutdown Settings-Current Power Not Set Due to No-Cap Service Profile

Power Budget

Power budget allows you to specify the maximum amount of power (in watt) that the server can consume at

one time.

If the value is set to “unbounded,” no power usage limitations are imposed upon the server and the future
temporary power budget is disabled (see Figure 148). The server can use as much power as it requires.

| Shutdown Settings &

Fower source:

Load segment

Master - Shutdown duration
Master - Shutdown after value:
Remote Shutdown:

Set power capping change timer:
Giotal Power Alocation Policy

Selectall [7]
None [7]
Master output [7]
120 second(s)
-1 second(s) [7]
Shutdown Disabled []
-1 second(s) [7]
Manual Blade Level Cap

| Current Pawver budget :

Current Power Conirol Policy Prigrity
Future change of power capping:

Impossible [7]
Disable [ |

I Future Fowear budget .

unbounded ]_ J

Future Power Control Policy Priority

Impossible ]

Figure 148. Shutdown Settings-Future Temporary Power Budget is Disabled
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Common Errors and Notifications for the Cisco UCS Manager Component

1. You can't set a shutdown to a blade that doesn't have a service profile assigned (see Figure 149).

Event details *
Date: DSM172013 - 1:41:37 pm
Type: @ Error
Module: NodeSeltings
Message: Error setting the shutdown on sys/chassis-1/blade-5
Details: Cant set the shutdown, no service profile attached to the blade

Figure 149. No Service Profile

2. You can't set a priority to a blade that doesn't have a service profile assigned (see Figure 150).

Event details ¥

Date: 051172013 - 1:42:21 pm

Type: @ Error

Module: HeodeSettings

Message: Error setting the Power Control Policy Priorfty on sysichassis-
1iblade-S

Details: Can't sat the Power Control Policy Priority , no service profie
attached to the blade

Figure 150. No Service Profile

3. IPMcan't find a UCSM on the IP provided (see Figure 151).

Event details *
Date: 051172013 = 1:26:32 pm
Type: @ Error
Module: CiscoWebService
Message: Error during the Cisco UCSH connection process
Details: Hesthttp:/110.130.38 238/ config’: UCSMStatelisg

com.eaton_pgsoft ucsm bus reqlisteners LCSHMConnexionOpenListensr
: &n VO exceplion occurs in reguest, check whether the UCSM server
is running or whether the IP is correct

Figure 151. UCS Manager Not Found
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4. A wrong value has been set for the power budget (see Figure 152).

Event details
Date: 0SM1/2013 - 1:45:43 pm
Type: @ Error
Module: NodeSettings
Message: Error satting the Power Control Policy Prierity on Sys/chassis-
1Mlade-1
Details: The priority should be a value between 0 to 10 (or no-cap)

x

Figure 152. Wrong Power Budget Set

5. A new power budget has been requested by the client (see Figure 153).

Event details o
Date: 05M 12013 - 1:32:33 pm
Type: € nformation
Module: CiscoPowerCap
Message: UCSM: & new Power Budget value has been reguested on
sys/chassis-1/blade-3
Details: Newr Power budget value réquested | unbounded

Figure 153. New Power Budget Requested

6. A new power budget has been successfully set by the server (see Figure 154).

Event details
Date: 081172013 - 1:32:33 pm
Type: € information
Module: CacoPowerCap
Message: UCSH: A new Power Budget has been successfully set on
sys/chassis.1/blade.3
Details: A new Power budget value has been successfully set at

unbounded(2013-11-05T13:32:32.480)

Figure 154. New Power Budget Successful

Extended Functionality
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Chapter 13 Virtual Appliance

This chapter describes deploying the Eaton Intelligent Power Manager (IPM) as a virtual appliance including:

« Deploying a Virtual Appliance in VMware vSphere
« Configuring a Virtual Appliance
« Security for the Virtual Appliance

Prerequisites and Requirements
Minimum System Requirements

The IPM virtual appliance can be installed on all hypervisors that support OVF/OVA templates.

« 14 GB data store
« 1GB free memory
Virtualization Platform Supported

The virtualization features are supported on:

« VMware ESX 4.1, ESXi 4.1 and ESXi 5.0/5.5

0 NOTE Microsoft SCVMM feature is not supported on this virtual appliance.

Free Version Limitation

IPM as a virtual appliance is delivered as a “Basic” version with the limitation of 10 nodes (UPS/PDU devices).

To install a new license, see"”License Code"” on page 10 for more information.
To supervise more than 10 nodes, please contact sales representative.

« 10 to 100 nodes need an upgrade with the Silver License (Ref:66925)
« Unlimited License need an upgrade with the Gold License (Ref:66926)

Deploying a Virtual Appliance in VMware vSphere
To deploy the IPM virtual appliance:
1. Download the virtual appliance from http://pgsoftware.eaton.com.
Connect to the ESX/ESXi or vCenter from your client computer using vSphere.
Log in as a user who has permission to create, start, and stop virtual machines.
Choose File > Deploy OVF Template (see Figure 155).
Choose either Deploy from URL or Deploy from file, based on the location of OVA file.
Select the OVA file. Click Next.
Click Next.

©® N O oA W N

Follow the instructions provided on the Deploy OVF Template (see Figure 155).
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Virtual Appliance

(% Deploy DYF Template M= E

OYF Template Details
Werify OWF template details.

Source
OYF Template Details

Produck: TPH-1.40
Viersion: 1.40.00. 102
Yendar: Eabon
Publisher: & Eston Corp

" eady .: inphate Download size:  724,6 MB

Size on digk: 1,7 GB (thin provisioned)
12,0 GB (thick provisioned)
Deescription: Tdeal fior monitoring and managing multiple power devices,

Intelligant Power Manager software delvers a global view across
the network from any PC with an Internet browser and will plug
directly inko your vCanter dashboard
Thwsatiesuﬂwnismaﬁ:bnﬁaﬂ‘umaﬂmms
UPSs, emvironmental sensors, ePDUs and more. Manager delivers
mnmwwmtummmtn
an available server during a power outage.
]lcmuvmmﬁn.rhmlcruixdspsbmshrg'maﬁjy
shutting down servers in dusters.

Wheneyer a power event occurs, Manager will send alarm
notifications diractly to your vCenter dashboard.

Help | < Back I Mest > I Cancel

Figure 155. Deploy OVF Template

Eaton Intelligent Power Manager (IPM) User's Guide v1.50 P-164000289—Rev 3 142



Virtual Appliance

Configuring a Virtual Appliance

To log into the virtual appliance you can use:

« Standard Console of your hypervisor
« SSH Client

With a Standard Console, you will see the following screen (see Figure 156).

To access for the first time into the Intelligent Power Manager Virtual Applianc

nect with a client on the IP:
» credentials below:
i root

Use Arrow Keys to navigate
Set Timezone (Current:UTC) and <ENTER> to select your choice.

Figure 156. Standard Console
With SSH Client use the following credentials:

« Login: root
« Password: eaton

NOTE To enable the first remote access, the root access is enabled for the SSH daemon.
o For security issues, you can disallow the connection of the root user in
"letc/ssh/sshd_config” and set "“PermitRootLogin” to no.

Setting Security for a Virtual Appliance

To minimize security issue, Eaton has installed and pre-configured the firewall.

Basic Firewall Configuration
The firewall is pre-configured to drop all connection except SSH and Eaton web and devices connection.

You can only connect on the virtual appliance through Eaton Web Page or SSH connection. For example, the
Virtual Appliance doesn't respond to “Ping” (an ICMP response is not allowed).
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Advanced Firewall Configuration

If you want to customize the firewall configuration, you need to have:

« Knowledge of iptables
« Credentials to connect on the Virtual Appliance
« SSH Client

[zoprflocalhost ~1# iptables -L -v
Chain INFUT (policy DROFP 655 packets, 61197 bytes)
pkL3 bytes target prot opt in QUL aource destination

7638 174 ACCEFT wip -- any B anywhere anywhere udp dpt:imgesupervidion
3856 461K ACCEFT wip -- any B anywhere anywhere ndp dpl:mgemanagement.

0 0 RCCEFT uydp — any 2Ny, anywhere BOYWhERS udp dpt:ibpcp-poll
0 a RCCEPT pdp -—- any BRY anywhere anywhere ndp dptibpop-trap
0 [i] RCCEPT tcp -- any any anywhere anywhere tcp dpt:6lélé

0 0 RACCEFT LR -- any B0y anywhere BRYWhEEE Lop dprirmiregisrey

Chain FORWARD (policy DROF 0 packets, 0 bytes)
pkL3 bytea target prok opt in QUL Source destination

Chain OUTPUT (policy ACCEFT 45494 packets, 12M bytes)
pkL3a bytes target prot opt in ouk........ J0R5Ee destination

127K 79M RCCEPT all -- any A0V anywhere  anywhere state BELATED,ESTRBLISHED
3 144 RCCEFT Lop —— any B0V anywhere  anywhere top dptiash

1316 78424 RCCEFT Lop —— any a0y anywhere  anywhere Lop dptimgesupervigion

0 0 RCCEFT Locp — any BRI anywhere  RYWRELE LEP dRLiMgemanagement

Figure 157. Firewall Configuration
To modify the default configuration, you need to edit the script in /etc/init.d/firewall.

You can see how the “firewall” is configured to be launched after each startup in Figure 158.

[zootBlocalhogt ~]#chkoonfig ——list

Eaton-IFM O:off 1:o0ff Z:0m 3:on 4:0ff 3:0m 6:o0ff
firewall O:off l:off 2:0m 3:on d:0ff S:on 6:off
33hd O:off 1:0ff 2:0mn 3:on 4:cn S:on 6:0ff

Viare-toocls O:0ff l:0ff 2:0mn 3:on 4:0ff S:omn &20ff
Figure 158. Modify Default Configuration

To Start or Stop the Firewall

To start the firewall:
[root@localhost ~1# /etc/init.d/firewall start
To stop the firewall:

[root@localhost ~]# /etc/init.d/firewall stop
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NOTE After upgrading IPM software (1.28 to 1.40 for example) you must add these two
rules in the firewall:

/sbin/iptables -A INPUT -p tcp --dport 61616 -j ACCEPT #EMC4J
0 MessageBus
/sbin/iptables -A INPUT -p tcp --dport 1099 -j ACCEPT
#rmiregistry
Configuring IPM

To configure IPM, see “Configuring IPM"” on page 145.
VMware Studio References

Virtual Appliance on VMware Website

« Visit http://www.vmware.com/support/developer/studio for more information on Virtual Appliance on
VMware website

Firewall (iptables)

« Visit the iptables project on the NetFilter website

« Project - http://www.netfilter.org/projects/iptables/index.html

- Documentation - http://www.netfilter.org/documentation/index.html
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Chapter 14

Service and Support

If you have any questions or problems with the Eaton Intelligent Power Manager (IPM), call your Local Distributor
or the Help Desk at one of the following telephone numbers and ask for a technical representative.

United States: 1-800-356-5737
Canada: 1-800-461-9166 ext 260
All other countries: Call your local service representative

Please have the following information ready when you call the Help Desk:

« Model number

« Serial number

« Version number (if available)

« Date of failure or problem

« Symptoms of failure or problem

« Customer return address and contact information

If repair is required, you will be given a Returned Material Authorization (RMA) Number. This number must
appear on the outside of the package and on the Bill Of Lading (if applicable). Use the original packaging or
request packaging from the Help Desk or distributor. Units damaged in shipment as a result of improper

packaging are not covered under warranty. A replacement or repair unit will be shipped, freight prepaid for all
warrantied units.

NOTE For critical applications, immediate replacement may be available. Call the
0 Help Desk for the dealer or distributor nearest you.
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Chapter 15 Appendix A

Create an Action

Prerequisites

None

Example Procedure

1. Select Settings > Actions / Events.

In the right panel, click Create a new action.

Select the Action type you want to perform (E-mail, VM Host Power action, and so forth).

2
3
4. Select the Event on which you want the action to be launched.
5

Configure the Settings of the Action (see Figure 159).

Create new action

Action active™:

Action name™:

Action type™:
Events List™*;

Settings:

Test action

Email

»

3 Events: Information Alarms, Warning Alarms, Critical Alarms

MName

SMTP server*

SMTP server ...

Login
Password
Recipient*
Sender
Subject

Message

Value
smip.server.com

25

To be defined

R % R R R

Save

] ’ Cancel

Figure 159. Create New Action
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Create a Configuration Policy

Prerequisites

None

Example Procedure
1. Select Management > Configuration Policy.

2. Inthe right Selection view panel, click Create new configuration policy. The Create new configuration
policy dialog displays (see Figure 160).

Create new configuration policy *

Configuration policy name®: J |
e e e e e e e e e e e e e e e e e e e e e e e e e e

Target nodes:

Class list: @]

Configuration policy seftings:
Class Data Value Edit

| Cancel

Figure 160. Create New Configuration Policy

3. Select the pen icon for Class list to enable the configuration of:
- Asset Information
- Runtime threshold settings
- Power Source
- User Settings

4. Inthis example case, select (check) the Power Source checkbox to add the Power Source class, and then
click Ok (see Figure 161).
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Add/Remove classes ¥

[C] Asset Information

[C] Runtime threshold settings
Power Source

[C] User Settings

[ Ok ] [ Cancel

Figure 161. Add/Remove Classes

Appendix A

5. Select the pen associated with Target nodes to add or remove classes in the configuration policy.

6. In this example, select nodes from the "Available nodes list” and transfer them to the “Selected nodes

list” using the right arrows, and then click Ok (see Figure 162).

Edit node list of group *
Available nodes kst Selected nodes list
Type Hame - Type Hame
Lo &
a 3 Location: No location (3 [tems)
=) Location: MBT Lab-Com-a01-Rack-04-Akm-02 (1 - wesd 17T mbt lab etn com
Ttem)
[+ wagal16.mbt kab etn com
'\:-_] P8 mbl.lab &tn. com
- wesxi15. mbl lab &ln.cam
= Location: MBT Lab-Support (2 Ibems)
= ipm support mbt b etn.com
& p
= Location: No location (160 Items)
g win-rggpama49khy. mbl.lab #in com
i@ v enterds-02 (5.5)
w vCanledds (5.5
- viCeniels
(= pdul2 bk lab etn.com
(& pedu1 1. mibllab_atn.com
'\5':] pdul7 mbtlab &bn. com
(= peduDS mibt lab etn.com
) epduC 8 mibt.lab atn.comfidd
4 £pduTS. mbllab. #in. comidl -
[_ok ][ cancel |
Figure 162. Edit Node List of Configuration Policy
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Then, in the “Configuration policy settings’ configure the correct power source (see Figure 163).

Edit selected configuration policy ¥

Configuration policy name™: | PowerSourceConfigurationPolicy

Target nodes: 3 Nodes: vesxil5.mbtlab.etn.com, vesxil6.mbt.lab.etn.com,
vesxil7.mbt.lab.etn.com

Class list: 1 Class: Power Source

Configuration policy settings:

Class Drata Value Edit
Power Source Power Source* ups9.mbt.lab.et... r@‘
Power Source Load Segment* Master output r§

Save ] [ Cancel

Figure 163. Edit Selected Configuration Policy

8.

With this configuration, the three ESXi selected have the Power Source ups09.mbt.lab.etn.com.

Add a VMware vCenter Connector

Prerequisites

None

Example Procedure

1.
2.
3.

Select Settings > System.

In the right panel, select Edit modules settings and enable Infrastructure Connectors.

Select Settings > Infrastructure Connectors.

In the right panel, select Add a connector. In the Add a connector dialog, select product type VMware
vCenter (see Figure 164).
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Add a connector

Product:

Hostname or IF
address:

Port:
Username:
Password:
Polling delay:

vCenter Plugin:

*

VMware vCenter k2

Hostname or IP address
443 (default)

Domain\Administrator

30 (default)
]

[ Save

H Cancel ]

Figure 164. Add a Connector

5.

Check that the connection is listed in the Infrastructure Connectors panel (see Figure 165).

F:I-N

Intelligent Power® Manager

Visws
=Y Views
15 75 Mode List

(& Typ= - uP
L& Type- PO
o Type - PLY
O Type - PP
@ 1ype storage

o Type - "Vl Host

|:|:I"nNDdE Map
=) Evainle

i Events List

[ Evente Calendar
== Managemant

I notes Semings

Iyl Meze Uparace

[FZ)Groups Settngs
=3 5 Setings

iy ~uta Discovary

 Actions

CPinfrastnuctura ©onn ectara

@Srsbﬁm
e
m Liger Ligt

< | Infrastructure Connectors
Hoeinama or IP acdreas -
=i Product: New VMware ESX) ESKi through vCenter (3 Thens)
wesei | Smibl. lab.sin.cam
weax|1 G.mibt lab.stn.zam
weanil 7. mot lab.ctn.com

= Product: New VMware vienter (1 Item)

weenterlE mbt a0 atn.com

Figure 165. Infrastructure Connectors
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Create a Filter

Prerequisites

None

Example Procedure

You can create a subview from Type to filter the VMHost, VMs, and vApps.
1. Select Views > Node List or click the configuration icon.

2. Right-click and select Create a sub view from (see Figure 166).

3. From the Criteria drop-down list on this dialog, select Type.

Create a sub view from ... ®
Criteria: Type w

(s ][ Comel ]

Figure 166. Select Type

4.  You should see several new filters, depending on the nodes you have.

VMware & VMHost Shutdown

The following procedure describes how to make configuration policies and configure the IPM to shut down
VMware ESXi after a UPS power failure.

Prerequisites
« Know VMware vCenter and VMware ESXi
« Know how to Add a VMware vCenter Connector

« Know how to Create a filter (Optional)
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Example Procedure

1. Select Management > Configuration Policies.

2. Create a new configuration policy with the Class Power Sources Identification in the configuration policy
name field and class shutdown settings (see Figure 167).

Create new configuration policy ><

Configuration policy name®: | RuntimeConfigurationPolicy

Target nodes: 3 Nodes: vesxil7.mbt.lab.etn.com, vesxil6.mbt.lab.etn.com,
vesxil5.mbt.lab.etn.com

Class list: 1 Class: Runtime threshold settings

Configuration policy settings:

Class Data Value
Runtime threshold settings Shutdown Timer (undefined) -1s
Runtime threshold settings Remaining Time Limit (undefi... 0s

Runtime threshold settings Remaining Capacity Limit (un... 0%

Runtime threshold settings Shutdown Duration (undefined) 1205

L S S L,

Save ] [ Cancel

Figure 167. Create New Configuration Policy

3. Select Settings > Actions / Events.

4. From the right panel, select Create new action with settings (see Figure 168).
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Edit action ¥

Action active™®:
Action name™*: ShutdownESXiAction
Action type™: WMHuost Power Actions hd
Events List™: 1 Events: Shutdown criteria reached
Settings:

MName Walue

Command* shutdown rﬁ‘

Target* Event Source r&‘

Save ] [ Cancel

Figure 168. Create Shutdown ESXiAction

5. After the runtime threshold is reached, the action will be launched on each VMHost (shutdown in this
case).
VMware & Maintenance Mode
The following procedure describes how to put a VMware ESXi in Maintenance mode as the result of a specific
event.
Prerequisites
« Know how to install and connect on IPM web interface
« Know VMware vCenter and VMware ESXi
« Know how to Add a VMware vCenter Connector

« Know how to Create a filter (Optional)

Example Procedure
1. Select Settings > Actions / Events.

2. In the right panel, select Edit event rules.

3. Add a custom event (see Figure 169 and Figure 170).
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Advanced Event definition *
Events list Event definition
' standand a Event name™: MaintenanceMode Event
Event message: Maintenance mode event!
@ Information Alarms
Event severity: @ Warning 7
@ Warning Alarms
@ Criical Alarms Event mode: Trigger if any condition is satisfied
€ Unknown State Alarms Trigger Source Condition
@ Power Failure RunTime on battery {s) ups03.mbtlab.etn.com Greater than 50 s
o Shutdown criteria reached
= Custom
o Temperature Alam EMP UPS03
@ MaintenancelMode Event
[ add. J[  Edt. J[ _ Delete ]| ]
" . . Bring the selected rule down”g
Associated Actions: <Mo action= .
[ _add. ][ peete ] Action List..

Figure 169. Advanced Event Definition
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0 NOTE Before version IPM 1.50, a maintenance timer was used to match this object.

Object selector
Object list
@ Event object Standard
@ Event object Custom
@ Standard alarm object
@ Standard date object
@ Standard environment object
@ Standard information object
@ Standard measure object

[ Standard shutdown object
[0 RunTime to shutdown (s)
[ RunTime on battery (s)
[ Total estimate time before UPS stop
[ Battery capacity (%)
[ Battery runtime (s)
[0 UPS master shutdown delay (s)
[ UPS outlet #1 shutdown delay (s)

[0 UPS outlet #2 shutdown delay (s)

@ Standard system object

[ Display only objects present in:

Object definition

RunTime on battery (s)

It is the elapsed time on battery since utility failure during
e.0. a sequence of autonomy. This time is in seconds.

Type: Number
Unit: s

Figure 170. Object Runtime on Battery

4.

On the Rule definition dialog, select the source and the value (see Figure 171).

Rule definition
Rule trigger™:
Rule source:
Rule operator®:
Value:

Grace period:

RunTime on battery (s)
ups03.mbt.lab.etn.com
Greater than

50

Mone

[ 1gnored if source trigger not defined.

0Ok ][ Cancel ]

*

W

Figure 171. Rule Definition

5.
6.
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Select Settings > Actions / Events. In the right panel, click Create a new action.

From the Create new action dialog, select the Action type Host Power action. Click Save (see Figure 172).

156



Appendix A

Create new action

Action active:

Action name™®;

Events List™:

Events Source:

Action type®:

Action Settings:

| |
Any sources
| ]
Email
Command
Motific aticn
Event Log

Host power action
WM power action

WM migrate action
vApp power action

] [ Cancel

]

Figure 172. Create New Action

7. From the Create new action dialog, select the Events List (see Figure 172).

Eaton Intelligent Power Manager (IPM) User's Guide v1.50 P-164000289—Rev 3

157



Edit action
Action aq
Action na
Action ty|
Events Li
Settings:

Select associated events... X

Events List

5 Standard

1 o L

Information Alarms
Warning Alarms
Critical Alarms
Unknown State Alarms v
Power Failure

Shutdown criteria reached

MaintenanceMode Event

[ 0k H Cancel ]

Figure 173. Events List for Select Associated Even

8.

9.

Appendix A

From the Select associated events pop-up, check the Custom box for MaintenanceMode Event. Click Ok

(see Figure 173).

From the Edit Action screen, select the command, “EnterMaintenanceMode” (see Figure 174).
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10. From the Edit Action dialog, select the Target.

11. Click Save.
Edit action ¥
Action active™:
Action name™: Maintenance Mode Actions
Action type™: VMHost Power Actions b
Events List*: 1 Events: MaintenanceMode Event
Settings:
Mame Value
Command* EnterMaintenanceMode Task @
Target* vesxil3.mbt.lab.etn.com {vcenter02.mbt.... fﬁ

Save ] [ Cancel

Figure 174. Select Target on Edit Action

12. If you want to have this action launch on several servers, you can create a configuration policy with them
and launch the command on the configuration policy.

VMware & VM Migrate on EMP

The following procedure describes how to migrate virtual machines from an environment event.

Prerequisites

+ Know VMware vCenter and VMware ESXi

« Know how to Add a VMware vCenter Connector

« Know how to Create event from EMP Temperature
« Know how to Create a filter (Optional)

Example Procedure
1. Select Settings > Action / Events.
2. Create a new action with action type, “VM migrate action.”

3. Select the Temperature Event created previously. Click Ok (see Figure 175).
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Select associated events... ®
Events List
= Standard
[ o Information Alarms
[ @  Waming Alarms
] @  Critical Alarms
| €  Unknown State Alarms
1 @ PowerFaiure
| @  Shutdown criteria reached

g Custom
@  Temperature Alamn EMP UPS03

[ ok ] [ Cancel

Figure 175. Select Temperature Event
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4. From the Edit action dialog, configure the settings (see Figure 176).

5. Select the VMs to migrate (VMs or configuration policy containing VMs).

6. Select the target Host.

Edit action
Action active™:
Action name™:
Action type™:
Events List*:

Settings:

*
VMMigrate
VM migrate action v
1 Events: Temperature Alarm EMP UPS03
Mame Value
VM to migrate*  GroupShutdownVMs70-80 l@

The host target* vesxi16.mbt.lab.etn.com (vcenterD6.mbt.... r@

[ Save H Cancel ]

Figure 176. Select Target Host on Edit Action

7. Click Save and the configuration is completed.

Create Event from EMP Temperature

Prerequisites

None

Example Procedure

1. Select Settings > Action / Events.

2. Click Edit event rules in the right panel.

3. Add a custom event (see Figure 177).
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Advanced Event definition

Events list Event definition
o Standard 2 Event name™: Temperature Alarm EMP UPS03
Event message: Warning!
@ [Information Alarms ‘
. Event severity: ‘ @ Critical ‘W‘
@ Warning Alarms
- Event mode: Trigger if any condition is satisfied %
@ Critical Alarms
0 Unknown State Alarms Trigger Source Condition
@ Power Failure
o Shutdown criteria reached
= Custom
o Temperature Alarm EMP UPS03
[ k. ]| | | | | | |

Associated Actions: <No action>

[ add. ][ pelete |

[ Ok ][ Cancel ][ Apply

Action List...

Figure 177. Advanced Event Definition

4. Add a Trigger.
5. Select the Rule trigger on the environment Object “Temperature.”

6. Select the Source if you want to check only one EMP.
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Object selector
Object list
@ Event object Standard
g Event object Custom
@ Standard alarm object
@ Standard date object

(g Standard environment object
[@ Environment communication lost
[0 Temperature of environment senso...
O Environment sensor humidity( %)
[ Temperature alarm of environment ..
[@ Humidity alarm of environment sen...
[ Gravity level of environment dry co...
@ Environment dry contact [x]

@ Standard information object

] Standard measure object

@ Standard shutdown object

@ Standard system object

= Standard virtualization obiect

[ Display only objects present in:

» | [ Index:

Object definition

Temperature of environment sensor [x] ({unitTemp ]

This is the temperature of one environment sensor in °C or
°F according the application settings.

Type: Number
Unit: =C

&

[ ok

] [ Cancel

Figure 178. Object Selector

7. Select the value and click Ok (see Figure 178 and Figure 179).
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Advanced Event definition X
Events list Event definition
3 Standard a Event name™: Temperature Alarm EMP UPS03
Event message: Warning!
o Information Alarms S
Event severity: @ Critical v
@ Warning Alarms
. Event mode: Trigger if any condition is satisfied ¥
@ Critical Alarms
0 Unknown State Alarms Trigger Source Condition
@ Power Failure Temperature of environment senso ups03.mbt lab.etn.com Greater than 28 °C
o Shutdown criteria reached
2 Custom
o Temperature AlaiTmm EMP UPS03
[ .. ]| | | J | | |
Associated Actions: <No action>
[ add. J[__ Delete ] Action List...
[ Ok ] [ Cancel ] [ Apply

Figure 179. Advanced Event Definition
Site Recovery Manager (SRM) with IPM 1.50

VMware Documentation and Packages

« SRM documentation (Installation, Configuration)
« VMware SRM 5.1 documentation

« VMware SRM 5.5 documentation

SRM Packages
« SRM 5.1
« SRM5.5

Prerequisites

« Java installed

« Knowledge of IPM Infrastructure Connectors

« Knowledge of VMware vCenter and VMware SRM

» Requires a Silver or Gold license to activate the IPM SRM module

Example Procedure
1. Select Settings > System.

2. Click Edit Modules Settings in the right panel.
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3. From the Edit modules settings pop-up, check the box for Site Recovery Management and click Save (see

Figure 180).

Edit modules setbings
] management
I Shutdown

¥ Infrastructura Connecoors

I_ Ske Recovery Management I

ata Cantar Manapemant
1 Usar drivars

H Redundancy

] "

Figure 180. Edit Modules Settings

0 NOTE

The Site Recovery Management selection is disabled with a Basic license.

4. You should now see a new column for SRM state in the Infrastructure Connectors panel (see Figure 181).

Intelligent Power® Manager

-Help &

+ Logout 'admin’

Views «| 2| | Infrastructure Connectors (@ Add a connector
G Vviews Hostname or IP address ~ Plugin State SRH state Connection State Prod... PE
29575 Node List
@ stant: 0K 5 Product: HetApp Storage (1 Ttem) 3
@ statut - Avertissement nas05.mbt Lab.etn.com © Net
-
@ statut : ‘Critigue’
€ Statut - Perte ds communics |3 Product: New Viware ESX/ESXI through vCenter (12 Items) 7]
@ype Py vesxi03.mbt lab.etn. com © Ne.
@rype: Pour vesxi04mbt lab.etn.com © Ne.
[@Type : ‘Source daimentatio )
P e vesxi0S.mbt lab.etn.com o Ne.
I8 Type PP vesxil.mbt lab.etn.com ] He...
@vve: stockage vesi07.mbt lab.etn.com ) Ne..
B Type - vH -
Eoriode isp vesxiD&.mbt Jab.tn. com o Ne...
I EYEvents vesxi9.mbt Jab.stn.com o Ne...
= Events List vesxi10.mbt lab.&tn.com o Ne
# Events Calendar
i vesil1.mbt lab.etn.com ) Ne.
(78 odes settings vesxitS.mbt Jab. etn.com © P
[@todes Upgrase vesxil6.mbt Jab. etn.com ] Ne.
53 Settings
G — vesx17.mbt lab.stn.com © Ne
D Actions 3 Product: New VMware vCenter (4 Ttems)
(P Infrastructure Connectors P ——— "
@system veenter0Z mbtlab.etn.com o o © ;...
[ Log veenter03.mbtlab.etn.com [} [} © Ne...
S user List veenter04.mbtlab.etn.com [} ) ) Ne...
veenter0s. metlab.etn.com ) o © Ne...
@ox: 71 @ warning: 5 @ critical: 4 @ Unknown: 10 Lastevent: €@ 11/04/2014- 14:47:46 - PDU12.mbt.lab.etn.com - The outlet 6 voltage is in normal range

Figure 181. Infrastructure Connectors

NOTE
i

IPM automatically discovers the IP address of the SRM server through the
ExtensionManager and connects to it using the vCenter credentials.
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Configure SRM Actions

Once you have this working, you can go to the action panel and add a new SRM action:

1. Select Settings > Action / Events.

2. Click Create new action in the right panel.

Edit action *

Action active: ¥

Action name™: My SRM action

Events List™: 1 Events Logs: Shutdown criteria reached
Action type™: Start a recovery plan v

Action Settings:
Mame Walue

Recovery plan®  veenterl3.mbt lab etn.com - rp1 r&

Save ] [ Cancel

Figure 182. Edit Action

3. From the Edit action dialog, complete the fields for your SRM action (see Figure 182).
« Action name: the action name (String field)

- Events List: the events that will trigger the SRM Recovery Plan, in the above example, a “Runtime
Threshold reached” event is selected.

« Action Settings: the action specific parameters

- Recovery plan: the recovery plan that will be launched (Failover Mode)

NOTE All fields followed by an asterisk “*" are mandatory. See the "Advanced Events and
o Actions” on page 25 for more informations.

4. After you are satisfied with your settings, you can save the configuration (see Figure 183).
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S Views
573 Node List
5.2 Node Map
=3 Events Logs
2~ Events List
(18 Events Calendar
239 Management
Nodes Settings
[@Nodes Upgrade
Groups Settings
D3 Settings
£ Auto Discovery
£ Actions / Events
(F Infrastructure Connectors

B User List

Intelligent Power® Manager

[« @/ Actions / Events

Action inactive

Action name: Email

Action type: Email

Events List: Information Alarms, Warning Alarms, Critical Alarms,
Unknown State Alarms

9]
Action active
Action name: Notification
Action type: Notification
Events List: Information Alarms, Warning Alarms, Critical Alarms,
Unknown State Alarms

Action active
Action name: Event Log
Action type: Event Log
Events List: Information Alarms, Warning Alarms, Critical Alarms,
Unknown State Alarms
a
Action active
Action name: My SRM action
Action type: Start a recovery plan
Events List: Shutdown criteria reached

SMTP server: smtp.server.com

SMTP server port: 25

Login:

Password

Recipient: recipient@server.com

Sender:

Subject: Intelligent Power Manager (IPM) Alarms

Message: Alarm from {Source Name): {Local Date} - {(Message}
Digest period: Every minute

Message: (Message)

Message: (Message)

Recovery plan: veenter03.mbt.lab.etn.com - rpt

*Help &

* Logout ‘admin’

Appendix A

3Ren

P Edit event rules

ove selected action

Figure 183. Actions / Events Panel

Monitoring Events and SRM Actions

After the expected event executes and the corresponding recovery plan is started, you can view event details
by selecting Settings > Log (see Figure 184).

Intelligent Power® Manager

Views <« @  System logs
=2 ﬁn\"ie\'m Date Type Message
gn:nNode Ll 21/10/2014-15:46:42 @ Error Recovery plan 'srm-recove
o4 Node Map
=3 Events Logs 21M102014-15:46:41 o Information Recovery plan 'srm-recowve
®
== Events List 2110/2014-15:46:41 o Information Action tested
o
> EXEDE L 2110/2014-14:58:24 o Information InfraCennector veenter3.
(== Management
@Ncﬂes Settings 2110/2014-14:56:46 o Infarmation InfraConnector veenterd2.
@N@jes Upgrade 21/10/2014-14:39:15 M Infarmafinn AR MICDATE ‘Nabians-
] ; Event details
= SIS SIS ITE 21/10/2014-05:00:57 = = Jter04.
=47 Settings | |
r - Date: 21M10/2014 - 15:46:41
A A et 21/10/2014-05:00:33 : | letor cc
[ Actions / Events 20/10/2014-17:14:48 Type: @ Information
ﬁg'""“"“m” LTI 20/10/2014-13:33:49 Module: SRM | fteroa.
Syst
I_J L;: = 20/10/2014-13:31-28 Message: Recovery plan 'srm-recovery-plan-47827' start request submitted letor et
= f , g Details: Starting recovery plan "srm-recovery-plan-47827 on virtualization
ai ST WL RR R server 'vcenterl3. mbt lab.etn.com' using mode 'test’
17M0/2014-10:46:58 | NTEN2
1TM0/2014-10:24:37 Qose Mer04.
1TH02014-10:22:44 o Information Login
16/10/2014-13:58:09 o Informaticn Login
Figure 184. System Logs
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VMware & VM Load Shedding

The following procedure describes how to shutdown VMs after a UPS power failure in a specific order of
configuration policies.

Prerequisites

Know VMware vCenter and VMware ESXi

Know how to Add a VMware vCenter Connector

Know how to Create a filter (Optional)

Example Procedure

1.
2.
3.

Select Management > Configuration Policies.

Click Save.

Click Create a new configuration policy in the right panel.

Select the Node to add in this configuration policy.

Configure the configuration policy settings with remaining capacity limit on 70%.

Appendix A

From the Create new configuration policy dialog, create a new configuration policy with the Class,
including Runtime Threshold Settings and Power Sources Identification (see Figure 185).

Create new configuration policy

Configuration policy name™: | RuntimeConfigurationPolicy

Target nodes: 3 Nodes: vesxil7.mbt.Jab.etn.com, vesxil6.mbt.lab.etn.com,

vesxil5.mbt.Jab.etn.com

Class list: 2 Class: Runtime threshold settings, Power Source

Configuration policy settings:
Class

Runtime threshold settings
Runtime threshold settings
Runtime threshold settings
Runtime threshold settings
Power Source

Power Source

Data
Shutdown Timer (undefined)

Remaining Time Limit (undefi...

Remaining Capacity Limit (un...

Shutdewn Duraticn (undefined)
Power Source*

Load Segment*

Save

] [ Cancel

ups9.mbt.lab.et...

Master output

Figure 185. Create New Configuration Policy

7.

Copy the configuration policy and modify the Nodes List and the configuration policy settings to match

your environment constraints (see Figure 186).
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Intelligent Power® Manager Halne

Views < &  Configuration policies list

= S:""EWS Type MName List of Classes List of nodes
ED:E e @ PowerSourceConfigurati... Power Source vesxil5.mbt.lab.etn.com...
o4 Node Map

=45 Events Logs @ RuntimeCenfigurationPo... Runtime threshold settin... wvesxi17.mbt.|ab.etn.com...

E - Events List

|8 Events Calendar
=15 Management

MNodes Settings

@ MNodes Upgrade

@ Configuration Policies
== Settings

&P«utu Discovery

(] Actions / Events

(P Infrastructure Connectors

{:} System
[] Log
@ User List

Figure 186. Configuration Policies List

8. Select Settings > Actions / Events.
9. Click Create a new action in the right panel (see Figure 187).
10. Select Action type: Power Action

11. Choose the event on which the action will be triggered, which is “Runtime Threshold reached” in this
example.

12. Configure the following settings:
« Action setting: Shutdown

« Target selector: Select Event Source

* Logout ‘admin’
A H = Help &
E-T-N Intelligent Power® Manager g
[Views «/[@]| | Actions g Create new action
=] ‘ﬂ:ﬂews () Copy selected action
5373 Node List Action inactive SMTP server: smtp.server.com P Edit selected action
& ype : uprs' Action name: Email SMTP server port: 25
S g = [P Test selected action
Q@ ype : POV Action type: sendEmail Login:
R rype P Events List: Information Alarms, Warning Alarms, Critical Alarms, Password T
P rype:wp Unknown State Alarms Recipient: recipient@server.com
& Type : VI Host' Sender: P Edit event rules
@ Y - . Subject:
o Type : Virtual Machines' Message: Alarm from {Source Name}: {Local Date} - {Message}
o
8g'Node lap Digest period: Every minute
&SI Events. o®
o @
& gEvents List )
Action active lessage: (Message}
# Events Calendar

R Action name: Notification
=3 Management Action type: sendNotification

@ nodes settings Events List: Information Alarms, Warning Alarms, Critical Alarms,

@ Nodes Upgrade Unknown State Alarms
=2) Groups Settings
= ’ ’ D
=43 Settings Action active IActionSettings/\VMPowerAction/Command:
A Auto Discovery Action name: Shutdown VM on Criteria Reached i i
] Actions Action type: vmPowerAction IActionSettings/VMPowerAction/Target:
(3 Infrastructure Connectors Events List: Shutdown criteria reached i i Target/es
@D system
[ og
B user List
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Result after a Power Issue

Appendix A

Recent Tasks

Mame

a
a

SRR S T T T

|

Initiate quest OS5 shutdown
Initiate guest OS5 shutdown
Initiate guest OS5 shutdown
Initiate guest OS5 shutdown
Initiate quest OS shutdown
Initiate quest OS5 shutdown
Initiate quest OS5 shutdown
Initiate guest OS5 shutdown
Initiate guest OS5 shutdown
Initiate guest OS5 shutdown
Initiate guest OS5 shutdown
Initiate quest OS5 shutdown
Initiate quest OS5 shutdown
Initiate quest OS5 shutdown
Initiate guest OS5 shutdown
Initiate guest OS5 shutdown
Initiate guest OS5 shutdown
Initiate quest OS shutdown
Initiate quest OS5 shutdown
Initiate quest OS5 shutdown

‘ Target

PP RIPRPRPDDDRDD

[ Status ' Details
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed

[CECECRORC NN ONCN RN NN ORI RO R ORC]

Completed

r

Figure 188. Recent Tasks

Site Recovery Manager (SRM) with EMP

The following procedure describes how to launch a VMware Site Recovery Plan from an environment event.

Prerequisite

Know how to install [IPM

« Know how to configure VMware Site Recovery Manager

« Know how to Create event from EMP Temperature

Example Procedure

1.

o o &~

Select Settings > System.

Click Edit modules settings in the right panel and enable Infrastructure Connectors and Site Recovery

Manager.

Click Save.

Select Settings > Infrastructure Connectors (see Figure 189).

In the right panel, click Add a connector. Select product type VMware vCenter

After it is created, make sure the SRM state column is in the Infrastructure Connector panel.
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F-T-N Intelligent Power® Manager

Views # % Infrastructure Connectors
BE:{_M Hesiname of IP address «
S ErgNode List
@T\;p: SRS =] Product: New vEware FSX/FsX through vCenter (9 Ttems)
Type - 'PDU vesila mbf kan etn com

aT}'F‘C -'IPR vesxild. mibt.lab etn.com
Ia Type - 'IPF .
ET‘IF‘G WM Host' wesxild. mot kab.ein.com

Typea - "Virtwal Machines VESINE mint i&n etn com

& Power Source weaxil7_mibt ke etn.com

E".ENone Map
@7 Eventa wesxild. mbt. kb ein.com
E ;'Euems List vesxi15 mbt kab etn com

[.#! Events Calendar
|zl Managament
@Hoﬂﬁ Seffings wesailT.mbt.lab. ein.com
[a Nodes Lipgrade
[—"_.‘]Gmupa Settings

veaxil6.mbt.lab. etn.com

= Product: New VMwars wCenter (3 Items)

veenterd2 mibt lab 2tn.eom

=) S=ttings
&Adu Discovery vrenterdd mbtlab.etn.com
£J Actions vEeil2i03 bt 1ab et ccen
P Shutdown

[ Infrastructure Connectors
'z:j) Diata Center Managsmeni
@Syslem

£l Log

R User Lis!

Figure 189. Infrastructure Connectors

7. Select Settings > Actions / Events.

8. Inthe right panel, select Create a new action with SRM action. The Edit action dialog displays (see
Figure 190).

9. From the Edit action dialog, select the Events list.
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Edit action X
Action active*:
Action name™; Site Recovery Plan to Backup Site vCenter03
Action type™: Starts a recovery plan v
Events List*: 0 Events:
Settings:
MName Value
Recovery plan veenterl3.mbt.lab etn.com - rp1 y

[ Save ][ Cancel ]

Figure 190. Edit Action

10. Select the event you configured previously (see Figure 191).
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Select associated events... #
Events List
g Standard
[l €@ Information Alarms
] @ warning Alarms
[l @  Critical Alarms
] €  Unknown State Alarms
] @  PowerFailure
[l o Shutdown criteria reached

z Custom
@  Temperature Alamm EMP UPS03

Ok ] [ Cancel

Figure 191. Select Associated Events

11. Click Ok to complete the configuration.
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